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Doors.NET End User Guide

This guide is aimed at the end users of Doors.NET and it covers all the main
administrative tasks that are performed in the Doors.NET client and URLs
to some useful training videos.
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Doors.NET Software Introduction

What is Doors.NET?

The Doors.NET™ system is a suite of software applications and services that provide con-
figuration and monitoring of physical security, including: access control, intrusion detec-
tion and automation. The software is based on Microsoft .NET framework and is written
in VB.Net using Visual Studio. This help file provides you with technical details about the
design, implementation and extensibility of the Doors.NET™ system.

The core software module is the Application Server. This component communicates with
the SQL database, client work stations and hardware gateways (the gateways, in turn
communicate with the field hardware). A single Application Server can communicate
with up to 32 hardware gateways. The base Application Server includes 1 x client con-
nection and 1 x hardware gateway (either PXL, NXT or SCP/MSC) but can be expanded
via a change in your license. At least one Application Server is required for each system.
The Application Server includes SQL Express database engine.

Doors.NET is extremely easy to learn and operate, yet powerful and scalable enough to
meet the requirements of most applications.

In addition to sophisticated access control functionality, Doors.NET allows multiple oper-
ators to administer and monitor an unlimited number of sites concurrently. As well as
providing Integrated video,

alarm reporting, SMS/E-mail notifications, live events and sophisticated Automation cap-
abilities when using certain hardware types together with the Global or Local Linkage
licensed components.
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The Administrative Client
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Doors.NET has a very intuitive interface, that will perhaps seem familiar if you have used
Keri's Doors32 software. It has a similar Doors32-like operation, but with enhanced fea-
tures and an updated look and feel. The interface can be used 'out of the box' with its
default layout settings, or it can be configured to individual preferences for daily use.
The GUI supports multiple monitors. All GUI screens, such as transaction information,
alarms, configuration data and reports, can be docked or placed wherever the operator
prefers to see the information presented.
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It is a very simple and straight-forward process for Keri Systems to upgrade an entire
Doors32 database into Doors.NET, providing all the existing controllers are PXL-500s. All
the required information is copied across, including; Cardholder names and card num-
bers, cardholder photographs, door names, controller names, timezones/time sched-
ules, access groups plus any other settings such as Dual Verification and Automatic
Unlock timezones.

Contact Keri Systems inside sales for further information about upgrading an existing
Doors32 site.

Windows Compatibility

The software is compatible with most popular business-versions of Windows; Including
Windows 10, 8 and 8.1, Windows 7 Professional and Ultimate, Vista Business and
Ultimate, Windows Server 2003, 2008 and 2012. The free version of SQL (Express) is auto-
matically installed along with the access control database when you perform a full install
of the software. It can be configured to run on a single PC or multiple PCs across a net-
work - depending upon the desired characteristics of the system.

NOTE: Doors.NET is not compatible with any home version of Windows, except for Win-
dows 10.
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Software Installation

. Copyraght 1011 Kenl Sysbem, Ind Al fights reieroed.
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The software can be installed either via the webinstaller - the files can be downloaded via
the www.kerisys.com website, or it can be installed via the installation DVD - Which you
can obtain from Keri Systems, free-of-charge. The software is compatible with most busi-
ness versions of Windows and the standard version of the software is free-of-charge and
includes SQL Express (the free Microsoft SQL Server package), support for 1 x hardware
gateway and 1 x client connection.
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Logging Into the Software

Logging into Doors.NET

1. Tologinto the Doors.NET software, open the log in window by clicking the admin
client icon from the desktop.

2. Or from the Windows Start menu, go to All Programs >> Doors.NET >> Keri Systems
Client.

. Doors NET
1 Archive Configuration Wizard
" Gateway Wizard
& Help File
& Keri Map Client
£ Keri Photo ID
i, Keri Reflections EVR Client
Keri Report Client
&b Keri Roll Call Client
&8 Keri Systems Cllentn_r‘
@ License Manager A

E Tech Support Rermote Session
[# Uninstall Doors MET

4 Back

| Search programs and files

3. Thelogin window will appear.
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4. If the Application Server and the Admin Client are installed on the same PC, you
only have to enter the user name and password, then click connect. The default
user name and password are both admin.

5. If you are logging into the Application Server/Host PC from a remote client you will
need to deselect 'Use Default Server'.
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11.

Remove the default Localhost IP address (127.0.0.1).
Enter the static IP address or the DNS name of the Application Server PC - (Option-

ally you can enter the Site name).
You can also select the required default language for the client.

[ Use Default Language

English {United Kingdom) hd

[ Hide Unavailable Languages

Click the blue save icon once you have entered your settings.

After clicking the save icon these will become the default server settings, so unless
the Application Server IP address changes, or you need to connect to a different
Application Server, you will not need to enter the IP address again (you can just
leave 'Use Default Server' option ticked).

User Mame [ Use Default Server
admin
Site name
Password UK Cffices
sanee Server or IP Address
192.168.4.1 Save the Server settings as default. ]
TCP Port
11000 H
Wy Connect
[v Use Default Language

Click the Connect button and the administrative client should open.
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Using the Help File

Doors.NET has a comprehensive and easy-to-use help file included with the software,
which you can use to learn more about setting up, maintaining or using a Doors.NET
access control system.

- Lot 1 bl

Export XP5...

Q Technical Support

@) Online Help %
@ knouledge Base ineel
i_f-' Ahout

I_{a r...

1.0 Accessing the Help

1. You can access the help file by clicking on the icon in the upper-left corner of the
user-interface and selecting ‘Online Help’. Select English from the language selec-
tion dialog box then click OK. The Help Viewer will appear and will automatically dis-
play the topic for the active grid or page.

-10-



SYSTEMS Doors.NET

INCORPORATED

¥/ KERI

T MadCap Help Viewer V6 | S B
% File Edit View Tools Window Help
DOEIEIE ,
) uveEvents
HipTopic QO G R R EBB|
-{I) Whot's New bn This Release -
7 Tedacs Sppot Live Events
B m Software Installation &
py H e ot Live Events Status displays real-time |
[ Commurications transachons as they occur and
- [B) Gatewsy Corfiguration includes system messages with the
-{H) Database Administration newest transaction at the top of the
@ E Sctware Pr:;m“ window. Each column can be sorted
BB Scltwars ; :
5] St Gds or grouped to quickly find a specific
- [B) Hardware Overview item.
|| - [B) Hardwars Setup i . !
[0 Carholders If not already displayed, this window
i [B Access Groups [ ==
Live
is opened by clicking on the Evems
icon in the Status group of the Home

ribbon.

I
égg It

E
&

.Lu".ﬁw'hdr-l
B[ Troubleshooting Basics

l T

2. You can click the Windows Start Menu >> All Programs >> Doors.NET >> Help File.

L AVG
). Bonjour Print Senvices
. Doors NET
W Archive Configuration Wizard

L

@ HelpFile I\, |

E7 Keri Photo ID
=l Keri Reflections EVR Client |
Keri Report Client
&b Keri Roll Call Client
L8 Keri Systems Client
@ License Manager
> Map Diagram Editor
a Tech Support Remote Session
(¥ Uninstall Doors MET
|. EPIBuilder Run-Time & -

4  Back

I Search progroms and files el ]

-11-
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Again, select English as the preferred language, then click the OK button. The help file
will open on the Welcome screen.

3. The third option is to press the F1 key while logged into the software. The help file is
context-sensitive, so when you press the F1 key while on the Cardholders page, for
example, the help file will open up to the Cardholders section.

Similarly if you are on the Access Groups page, Time Schedules, Holidays, Hardware
Setup or on one of the status grids, those are the topics you will automatically be taken
to when you press F1.

2.0 Locating Information
2.1 Table of Contents

[ Sl

| | Open the TOC Pane h

When you open the help file, you will see the Table of Contents listed on the left.

Locating specific information is fairly self-explanatory. For example; if you want to know
how to block enroll cards, simply click on Cardholders which will expand the cardholders
section, then select Block Enrollment.

-12 -
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% MadCap Help Viewer V6

E=tr=

Edit View Tools Window Help

D& PR

% File

w-[ License Activation
+-[H Archive Configuration
= Communications

w0 Gateway Corfiguration
-0 Database Administration
@0 Software Permissions
+-[0 Seftware Tour

1[0 Status Grids

@ [0 Hardware Overvew

+ [;u Hardware Setup

|| 'f"| Cardholder Photo 1D Tab

2.2 Using the Index

“ | Help Topic |

m

[ Block ...lIment ::I|

DORR EBR

L |

Block Enroliment

Block Enroliment allows an Operator
to create a generic set of credentials
(using consecutive credential
numbers) that can be, in turn, issued
on an as-needed basis.

Enable the Advanced View feature
set to perform Block Enroliment.

A
Block.
1. Click the E icon to begin
Block Enrollment. A stand alone
Block Enroll window opens.

The Index includes a list of common search terms (keywords). Click the Index icon to dis-

play the Index pane.

B[P )

Type[ Open the Index Pane l

In the Index search text, field type a keyword for the topic you wish to find information
about. For example; ‘Access Groups’You willimmediately see a list of the help topics
which are related to access groups.

> e 1

Type in the keyword to find:
|Access Groups |
AccessGrowps .

Access Groups - Setup
Access Rights - PXls
Lrvancad Faatires

-13 -
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Or type in ‘Cardholders’ and you will see the list of Cardholder-related topics.

'qu' o

Type in the keyword to find:
[Cardholders |

Cardholders - Access Rights
Cardholders - Advanced
Cardholders - Block Enrallment
Cardholders - Company
Cardholders - Contact
Cardholders - Custom
Cardholders - Downloading
Cardholders - Editing
Cardholders - Entraguard
Cardholders - Manual Enrollment
Cardholders - Motes

Cardholders - Phota D
Cardholders - Presentation Enrollment
Cardholders - Search
Cardhaolders - Templates

m

Simply click on one of the listed topics and the appropriate information will display on
the right.

2.3 The Search Facility

B
|4[ OF'EH the Search Pane ]- Sear::h

The search facility is similar to the Index but it searches all text-content, not just
keywords. When you type in a word or phrase then click Search, you will see a list of
pages where that word or phrase appears. (It is ranked in order of how often the search-
criteria appears).

-14 -
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- 12 I %
Time Schedules - o
Filter: (urfiterad)

Title Rank s
Time Schedules 1 TIE
Basic NXT Controller Corfi... |2 B:
Huolidays 3 T:
Multiple Hardware Platforms |4 M
AUL Schedule Setup 5 Al
AUL (Auto Unlock) Sched... |6 Al

2.4 Favorites

The help viewer also has a Favorites pane where you can add your favorite topics and
searches.

B[] [P
- 2 0
Gpen the Favorites Pane ]_

To add a favorite topic, open the topic and then click the ‘Add Topic to Favorites’ icon, as
highlighted here:

/ Software Installation

-
Help Topic | Q) & o ¥ [ IEL\L% 5, o
SOftware Insti Add Topic to Favorites l

To add a favorite search, perform a search on the search pane, then click the ‘Add
Search to Favorites’ icon, highlighted here:

-15 -
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- 12 Time Schedules  x
== + [ Search ] elp Topic [ Q @ @ & & [

Fitter: (unfittersd)

[Add search string to Help Favorites H U

Title Rank File -
| Al

Click on the gold star to display the saved Favorites. These will then be listed every time
you open the help viewer.

Bs|(Pl@[

= 1z 1 ™

El ﬁ Favorte Topics
: ; 7] Doors

1‘| Presentation Enrollment
1‘| Time Schedules

: 1‘| Software Installation
E| ﬁ Favorte Searches

------ ’..) Time Schedules

2.5 The Glossary
The glossary contains a list of specific access control terms and their accompanying defin-
itions.

Bl | Ay
...... -~ Welcome Gpen the Glossary Pane ]—,‘

Simply click the term or phrase and the definition will appear directly beneath it.

-16 -
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Access Card

Access Control (a)

Access Control (b)

Access Control Network

Access Group

An access group combines time
schedules and doors into a superset
of information that is applied to
cardholders. Basically an access
group defines what times and
through which doors cardholders are
granted access. To be granted
access at a secure door, a
cardholder must match the criteria of
the access group (the door must be
in their assigned group and access
will only be granted within the time
schedule(s) assigned to that access
group).

Access Level

Access Point

Access Time

13

m

-17 -
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3.0 Printing Topics

You can print an entire topic by clicking File >> Print and then selecting the printer.

5 ModCapHelpViewer VY

File | Edit View Tools Window
% Open Ctrl+0
4% PageSetup.. -
o P cuep |
I Print Preview...

FteceSystems 3
it

Ex Alt+F4

If you click on Print Preview there is also the option of removing headers and footers
before printing.

[ it review = —
3 & [=l EJ | 1Page View Shrink To Fit [V]

Turn headers and footers on or off (Alt+E)

If you have Adobe Acrobat installed you can alternatively select to print to an Adobe PDF
(this will create a standalone PDF which you can further edit).

T T —
@ Print
_ — — e
General |[)pt|ons

Select Printer

%Add Printer ==l Fax

e Adobe PDF . {1 HP Des)

SiCanon MGIIME cari i @Micrﬂsc

Printer status: Ready

1 m_ | Documents: 0
Status: Ready Prirt ta file
Location:

-18 -
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Advanced View

Advanced View is not enabled by default on a standard Doors.NET installation, even for
the default System Administrator. If you highlight a controller in the hardware tree and
can only see limited properties/settings then you will need to enable Advanced View. Sys-
tem Operators can also be setup so that they will be prevented from enabling it.

If Advanced View is not enabled then you will not see the Advanced View icon at the top
of the hardware properties grid.

=

= Misc
Communications Online

= General
Description Gloucester Road Building
Enabled fes
Controller Type KERI 40 (M5C)
Connection Control Automatic

= Communication Settings
Communications Channel Mew Controller 2

1. From the Doors.NET ribbon bar, click the View >> Advanced View.

Reports Tools Wiew Selected Hardware Hardware Browser

» 2
mn d @ =
Show Hide Pin Unpin  Phote Display | Advanced
All All All All Recall Colers View I}

Docking

|Advanced View is Disabled. Click to Enable.

2. In the Password field enter: Keril0 then click ok.

3. When you return to the hardware properties you will see the additional Advanced
View 'atom'icon.

-19-
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Lol ol

Description

Advanced View is Enabled. Click to Disable. hi

You can now toggle between Advanced View being Enabled and Disabled (by click-
ing on the Atom icon). Hover the cursor over the icon to view the current state.

Disabled

G541 | @ [ | Fitter

Door Type Mone
Dioor Class Maone
Securtv Level Mone

6]

. Advanced View is Disabled. Click to Elnable.

Description

Gloucester Road Building

Enabled

Yes

Controller Type

KERI 4D (M5C)

Connection Control

Communications Channel

Enabled

Automatic

Mew Corntroller 2

| P T P

Description

Advanced View is Enabled. Click to Dhsable. hi

Refer to Operator Permissions for instructions on how to prevent a software user

Door Type Mone
Door Class Mone
Securitv Level Mone

from being able to view Advanced hardware properties.

-20-
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Cardholders

Cardholders are the people that use the security system, for example: employees, vis-
itors, members, patients, guests, etc depending upon the nature of your facility. Door-
s.NET supports the use of multiple credentials (so each cardholder can have more than 1
card assigned to them).

The Cardholders tab provides access to all cardholder enrollment, management and
search tasks.

=
15 _:]
Cardholders

From the Home tab, click the .icon and the Cardholders window will appear, along
with its ribbon options.

Home Setup Reports Tools Wit Cardholders
P History "~y ~ r, L) ™ Cortrallers
: &0 ¥ L5 90 9 y -
Add  Remove Download  Download
all Selected
History Selected Cardholders Download
Cardholders
ﬂSearch
& ! Cardholder Edit Form - Smith, John Rabert
Last Mame First Marne Middle Marme
Al Al al
Coe Jane Anne
.

The data display fields list all enrolled credentials. Double-click an individual entry to
open the cardholder edit form.

You also access the Search and Cardholder Edit Form tasks from here. Click the tree view
boxes to open these fields.

e Search - perform a basic search based on standard cardholder information or an
advanced search based on filtering parameters.

e General Tab - from here you can edit the cardholder record, perform manual
enrollment and presentation enrollment. You can quickly activate and de-activate

-21-
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cards, delete cards and delete the entire cardholder record and you can set cre-
dentials to being temporary.

o Block Enrollment - enroll a block of credentials in one go (rather than one-at-a-
time). They must be sequentially numbered and you must also have Advanced View
enabled to use this feature.

o Presentation Enrollment - you use one of the readers on the system as an enroll-
ment reader (any reader can be used for enrollment purposes. This option is most
useful if you do not know important card information (such as the programmed
facility code).

e Manual Enrollment - quickly and easily enroll a single card by manually entering the
printed card number (imprint) and the programed facility code. Note: NXT cre-
dentials do not use a facility code.

o Live Events Enrollment - use an Access Denied - Not in File Event to automatically
enroll cardholders. Note: The detected number will not decode the facility code
and imprint so if you require this information you should use one of the other
enrollment methods.

o Advanced Cardholder Settings - Assign advanced options to cardholders, such as:
Global Trigger assignment, ADA/DDA cardholder type. Set the cardholder as being
exempt from Anti Passback or usage counts to the cardholder.

 History - when you open a cardholder record the history icon becomes available,
allowing you to quickly and easily run a history report (system events specific to the
cardholder).

e Audit - when you open a cardholder record the audit tab becomes available. The
cardholder audit allows you to quickly and easily see what changes have been made
to the cardholder since it was enrolled into the system.

e Cardholder Grid - Contains a list of all the cardholders enrolled in the system. You
can use the field chooser to display only the information you need for the card-
holders. You can also sort the grid by the column headers (for example; sort by
Cardnumber, Imprint, First Name, Last Name, etc - or you can type in a value just
below the column header to quickly locate a specific record.

Drag a column header here to group by that column

Last Mame First Mame Middle Name Access Group Cardnumber Imprint Card Status Car
2 & @ oa] |~[Ee| I o N u u
Sanders David Total Access 1879347549 1000 Active Mo

-22-
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o Contact Information - Add cardholder contact information, such as; street address,
social security/national insurance number, home and cell phone numbers, e-mail
address and emergency contact information. Much of this information can be used
as search criteria when searching for cardholders using the advanced search

option.

Advanced Search
Search Type
Please Make a Selection

Cardholders from a State (Work)
Cardholders from a State (Home)
Cardholders from a City (Waork)
Cardholders from a City (Home)
Cardholders from a Zip Code [(Work)
Cardholders from a Zip Code (Home)
sd Cardholders from an Address (Wark)

En

Cardholders from an Address (Home)

Ly

o Company Information - Add company-specific contact information. As well as
adding the company name, address and phone number you can also add data such
as; hire date, department, location and cost center. Again, much of this additional
information can be used at a later time to search for cardholders using the

advanced search facility.

Advanced Search
Search Type
Please Make a Selection

Cardholders with Active Cards
Cardholders in an Access Group

Cardholders ina Cost Center

Cardholders in a Location
Cardholders from a State (Wark)

Jsd Cardholders from a State (Home)

Hi Cardholders from a City (Work)

Cardholders in a Department Ib

e Photo ID - this tab is used to assign a photograph to a cardholder. This photograph
is then used for the Photo Recall feature (the cardholder photo pops-up on screen

-23-
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when the card is used on the system), or it is used when creating badges with the

Photo ID client.
e Custom Cardholder Information - The Custom fields allow you to enter information

you specifically wish to track for each cardholder. For example three fields can
track the type of vehicle driven by the cardholder: maker/make, color, license plate

number.
o Notes - The Notes field allows you to enter/store any kind of text information you

deem of value regarding the cardholder. There is an 8,000 character maximum per
cardholder record. For example, you may track card replacement incidents - noting
every time a card holder loses or damages a card.

Manual Enroliment

NXT, MS and 26-bit Wiegand credentials can be manually enrolled by entering the card's
imprint (the number printed on the outside of the card), MS and Wiegand cards also
require a facility code. The manual enrollment method is best used when you have a
single card to enroll, such as issuing a cardholder a replacement card.

The following section assumes a cardholder name has already been added and saved.

NXT Manual Enrollment

1. Uncheck the Calculate Internal Number tick-box.

Credentials

| Add Card | | Generate |

Cardnumber FIM

Statuz Imprint

2. Enter the Imprint number from the credential into the Imprint field. The Imprint
number is the set of digits, underlined in red.

=24 -



¥/ KER!

SYSTEMS Doors.NET

/(?ﬁm C N3537.0304?>

- /

Credentials
Add Card Generate
Cardnumber FIM
030431
Statuz Imprint

Calculate Internal Mumber

3. Click the Status pull-down menu and select a status for the credential.

Cardnumber
030431
Status

Active

Inactive %
Lozt

Mot Active

Feplacement
Stalen

4. Click the Add Card button. The credential is now entered into the database.

Credentials
T 30431 Add Card Generate
Cardnumber FIM
Statuz Imprint
... Active -

Calculate Internal Mumber

-25-
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5. Click the H icon in the upper-left corner of the window to save the cardholder
enrollment.

Keri MS and Wiegand 26-bit Card Enrollment

1. Check the Calculate Internal Number tick-box.

2. Select the Keri MS or Wiegand 26-bit credential format in the Format pull-down
menu.

Credentials

| Add Card | | Generate |

PIM

Statuz Imprift

... Active -

Faormat

Facility Code
V| Calculate Internal Mumber e NxT

- a
e NxT

Keri M5
‘Wwiegand 26-bit %

3. Enter the Imprint number from the credential into the Imprint field. The Imprint
number is the set of digits, underlined in red.

/(}KERI S K 282 .817898\

-26 -
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4. For a 26-bit Wiegand credential, enter the credential facility code into the Facility

Code field.
Credentials

| Add Card | | Generate |
Cardnumber FIM

Statuz Imprint

M 817898
Farmat Facility Code
/| Calculate Internal Mumber Keri M5 - 0

5. Click the Status pull-down menu and select a status for the credential.

Status

. Active -

Active

Inactive %
Lozt

Mot Active

Feplacement

Stalen

6. Click the Add Card button. The Cardnumber is automatically calculated and the cre-
dential is now entered into the database.

Credentials

T 984122001 | | Generate |
Cardnumber FIM
984122041
Statuz Imprint
... Aclive ~ 817898
Farmat Facility Code
/| Calculate Internal Mumber Keri M5 - 0

7. Click the W icon in the upper-left corner of the window to save the cardholder
enrollment.

Presentation Enrollment

The Doors.NET software offers presentation enrollment functionality from any reader
on the system. Presentation enrollment allows you to enroll a card simply by presenting
the card at the reader. The imprint, facility code (where applicable) and the internal card
number are detected automatically. This feature is very useful when you have a random,

non-sequential block of cards to enroll or where you don't know what the card facility
number is.

-27 -
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Setup

The first thing to do is to set the desired reader up as an enrollment reader.

1. Log into the client and click on Setup >> Hardware Setup >> All.
2. Double-click the controller in the hardware tree to view the readers.
3. Highlight the reader you wish to setup as an enrollment reader.

Alerts (0)  Live Events  Access Groups  Cardholders | Hardware Setup

[@ Doors P Inputs ' Outputs M Panels i Cameras |30 Al
B Sydney Office
B Dubai Cffice
=B Londaon Office
{z; Communication Channels
B Mexico City Office
—|- B San Jose Headquarters
= [ KT 2D 0 mE
= Bus 1
+1- Imputs
+- Qutputs
Front Door Reader
+- M Lobby MXT /O Board
+ Bus 2

[ MxT 4D 1 =g
[ KT 4D 2 g
+-[mm MXTAD 3 =g
[mm T AD 4 =G

¥

4. Inthe reader properties on the right, locate options >> Enrollment Reader.
5. Set Enrollment Reader to Yes, then save.

-28 -
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T4l | @ | = [l Fitter
Arti-Passback Mo Mone
Anti-Fassback Err@ Mone
Anti-Passback B Mone
Anti-FPassback Duration 00:00:00

= Options
Do Mot Pulse Door Strike on REX | No

Fiter Doar Change Of State Tra... | Yes

Enrolment Reader

=" Card Formez
Wiegand 26bit (Full pattem NXT) | No
MXT Gdbit Mo
Ker M5 Format Mo

NXT Presentation Enrollment

1. Select the Enrollment Reader

V| Enroll From This Reader

Front Dioor Reader

Credentials

AddCad

2. Present the credential to the Enrollment Reader.
3. The card number is automatically entered and the Status is automatically set to Act-
ive.

Credentials
Add Eard_ Generate_
Cardnumber FIM
1048
Status Imnprint
... Active -

Calculate Internal Mumber

4. Click the Add Card button. The credential is now entered into the database.
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Credentials
G 1048 feld Card
Cardnumber
Status
... Active -

Calculate Internal Mumber

Generate

PIM

Imprint

5. Click the H icon in the upper-left corner of the window to save the cardholder

record.

Keri MS and Wiegand 26-Bit Presentation Enroliment

e Set the status as Active
¢ Click on Add Card

1. Select the Enrollment Reader

| Enroll From This Reader

Shipping and Fece

Credentials

V| Calculate Internal Mumber

gFRead §d

Add Card

Cardnumber

Status

Faormat
Keri M5 -

Generate

PIM

Imprint

Facility Code
a

2. Present the credential to the Enrollment Reader.

3. All credential information is automatically entered.
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Credentials

| Add Card | | Generate |

Cardnumber FIM
2057863864
Status

Imprint
817898

Facility Code
- 2

Faormat
V| Calculate Internal Mumber Keri M5

4. Click the Status pull-down menu and select a status for the credential.

Status

. Active -

Active

Inactive %
Lozt

Mot Active

Feplacement

Stalen

5. Clickthe Add Card button. The credential is now entered into the database.

Credentials

T 2057863864

| Generate |

Cardnumber FIM
2057863864

Statuz Imprift

817833

Facility Code
- 2

... Active -

Faormat
V| Calculate [nternal Mumber Keri M5

6. Click the H icon in the upper-left corner of the window to save the cardholder
record.

Block Enroliment

Block Enrollment allows an Operator to create a generic set of credentials (using con-
secutive credential numbers) that can be, in turn, issued on an as-needed basis.
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Enable the Advanced View feature set to perform Block Enrollment.
If you are using Doors.NET standard version then the Block Enroll icon will be grayed-
out until Advanced View has been enabled.

(}Q B@ & s s Selected Cardh...
[ -
Home Setup Reports Tools Wiew Cardhclders
3" History . f f f Y r‘-_"'] e
9 Audit & > o @ o Sg -
Add | Remowve Activate Deactivate Mass] Block Download
Edit |} Enroll All

History Selected Cardholders

Block Enrollment Procedure

1. Clickthe =4 icon to begin Block Enroliment. A stand alone Block Enroll window
opens.

T
m
-]

s

This menu allows you to add cardhelders based on the template selection. You must enter the default text for |
the first and last name. If adding credentials, the cardnumber will be appended to both names.

| Drefault text for First Name Template
Unassigned Default 7 |
| Default text for Last Mame Mumber of Records |
Card 10
¥| Add credentials | Calculate Internal Mumber

Starting Cardnumber |

| 10100 Wiegand 26-bit - |
Status Facility Code
| Active - 8 |
Start | | Close |

Ready
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2. Enter Block Enrollment information:

o Default Text for First Name/Last Name - this text will appear in the cardholder data-
base with the card number appended to each text entry. Keri recommends using
an obvious place holder name until the individual credentials are issued to a user.

o Template - defines the Activation Date and Expiration Date for the enrolled cre-
dentials. Select the Template to use for enroliment. The Default Templates set the
Activation Date as the date the enrollment is performed and sets the Expiration
Date as 365 days from enrollment. The Total Access template selection auto-
matically sets Total Access access rights to the cardholder(s).

o Number of Records - enter the number of credentials to be enrolled.

3. Enter Credential information:

o Add Credentials Check-Box - Click the check-box to assign credentials to each enroll-
ment entry.

o Starting Cardnumber - enter the starting card number. Block Enrollment cre-
dentials are entered in sequential, numeric order.
o Status - select the Status to apply to all credentials.

o Calculate Internal Number Check-Box - Click the check-box to have Doors.NET auto-
matically calculate the credential's Internal Number as part of the enrollment pro-
cess.

o Credential Type - select the credential type: Keri NXT, Keri MS, or 26-bit Wie-
gand.
« Facility Code - enter the facility code.

4. Click Start.
5. Verify the entered information is correct.
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F

Doors Met

; 1 Please review your selections below.

Click OK to start block enrcll, or Cancel to change your selections.
Termnplate: Unassigned

First Mame: Credential

Last Mame: Unassigned
Mumber of Records: 10

Add Credentials: True

Starting Cardnurnber: 10100
Card Status: Active

Calculate Internal Mumber: True
Format: Wiegand 26-bit

Facility Code: 8

| ok || Cancel

6. Click OK to perform the Block Enrollment or click Cancel to correct an entry.

N

The bottom of the Block Enrollment window displays a green progress bar.

8. Click the X-box to close window once enrollment is complete. The Block Enrollment

entries now appear in the Doors.NET cardholder list.

Last Mame

&l
Unassignedl
Unazzsignedl
Unassigned2
Unassigned3
Unassignedd
Unassigneds
Unazsignedt
Unassigned?
Unassigneds
Unassignedd

Cardhol

First Marne Middle Marme
Al Al
Credentiall
1] Credential10

Credential2
Credentiald
Credentiald
Credentials
Credentialt
Credential?
Credentiald
Credentiald

der Block Enroll - A Quick How-To Video
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Cardholders Access Rights

The Access Rights page displays a list of all the access groups that have been defined on
the system. Access Groups consist of the readers on the system, along with the asso-
ciated time schedules. Once access groups have been added to the system they are
assigned to cardholders via the cardholder Access Rights tab.

j Cardholder Edit Form - DeBerry, Ron

General | Access Rights | Advanced Contact Company PhotoID  User Groups Custom  Motes

Assigned Description
&

+ [ Total Access
+ Security
+ IT Staff
+ Executives
+ Management
+ HK 1
+ HK 2
+ Elevator Co.
+ Maintenance
+ Cleaning Crew
+ Engineers

The access rights defined the where (the reader) and the when (the associated time
schedule) for granting access purposes. Click the tree expansion box (plus sign at the left
of the access group name), to view which readers and time schedules are part of that
group. Each reader in an access group may have a different or same selection of time
schedule as the other listed readers. A change to an access group immediately affects
any cardholders that are assigned that access group.

-35-



A

KER!

S

Doors.NET

j Cardholder Edit Form - DeBerry, Ron

General | Access Rights | Advanced Contact Company PhotoID User Groups Custom  Motes
Assigned Description
Al

+ Total Access

+ Security

- 7 IT Staff
Contraller Doar Schedule Schedule Detail
Bl 0l i &
P¥L500 - 2 Building 1 - Rea...  Work Week - Ex.. . MTWTHF (06:00 - 22:00)
PXL500 - 2 Building - West... Work Week - Ex.. M,TW.THF (06:00 - 22:00)
PRLS00 - 3 First Floor Com... : Work Week - Ex.. . MTWTHF (06:00 - 22:00)
PX¥L500 - 3 First Floor Com...  Work Week - Ex.. M,TW.TH,F (06:00 - 22:00)
PEL500 - 4 First Floor SE En.. . Work Week - Ex.. . MTWTHF (06:00 - 22:00)
PXL500 - 4 First Floor SEIT...  Work Week - Ex.. M,TW.TH,F (06:00 - 22:00)

Access Group Assignment

1. Click on the Access Rights tab to view the list of Access Group available for assign-

ment.

= | Cardhalder Edit Form

General | Access Rights | Advanced  Contact  Company  PhotolD Custom Motes

Access: Groups

Azzigned [rescription

&
Always Active
Janitarial Staff
Mever Active

: 5td Business Hours

2. Check the tick-boxes corresponding to the Access Groups you wish to assign to the

cardholder. You may assign more than one Access Group™.
3. Click the tree expansion box to view the details of an Access Group.

= v i 5td Business Hours

Contraller Croor Schedule Schedule Detail

i i i i
a B a a

‘warehouze Con.. Shipping and R..  ‘wWork Week b, T A8 TH.F [08:00 - 17:00)
‘“warehouze Con.. Front Door Rea. ‘work Week b, T 3¢ TH.F [08:00 - 17:00)
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4. Click the save H icon in the upper-left corner of the window to save the access
rights to the cardholder.

* When using the PXL family of hardware there are limitations placed upon the access
groups that can be assigned to a cardholder. Refer to the 'PXL Access Rights Limitations'
section for further information about this.

-

Doors Met [E= |

Controller { PXLS00 - 2 ) only allows 1 access group per cardholder,
l % Controller { PXL500 - 3} only allows 1 access group per cardholder,
Controller { PXLS00 - 4 ) only allows 1 access group per cardhelder.

Please review your Access Rights selections.

Cardholder Editing

The Cardholder Edit Form allows you to perform cardholder enroliment and information
management. This is a multi-step process:

o Create the Cardholder Record

o Enroll Credentials to the Cardholder

o Enter Activation Dates (if applicable)

o Assign Access Rights

o Enter Advanced Options (if applicable)
e Activate / Deactivate Cardholders

o Download to Controllers

Then you have the option of entering Extended Cardholder Information (if desired).
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Activate / Deactivate Cardholders

Activating a cardholder enables that cardholder/credential in the access control system.
Deactivating disables the cardholder/credential without removing the cardholder from
the database.

Activate Cardholder

1. Select a cardholder from the list.

Cardholders

ﬂ Search

ﬂ Cardholder Edit Form - Smith, John Robert

Last Mame First Marne Middle Marme
Al Al Al
Coe Jane Anne
)

N
Activate

2. Click the ‘icon.

3. You will be asked to confirm activation for all credentials. Click the Yes Button.

4. You will be asked to confirm if this is a replacement credential. Click the Yes/No But-
ton accordingly.

5. You will be asked to confirm credential activation. Click the Yes Button.

6. The credential is now active and will operate per Access Group rules.

Deactivate Cardholders

1. Select a cardholder from the list.

Cardholders

ﬂ Search

ﬂ Cardholder Edit Form - Smith, John Robert

Last Mame First Marne Middle Marme
Al Al Al
Coe Jane Anne
»:
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@
2. Clickthe " icon.
3. You will be asked to confirm deactivation for all credentials. Click the Yes Button.
4. You will be asked to confirm credential deactivation. Click the Yes Button.
5

. The credential is now inactive.

Remove Cardholder

Remove Cardholder removes that cardholder from the database. No new events can
occur with that cardholder. All existing events remain in the event database.

1. For each credential in the list, left-click and remove all credentials assigned to the
cardholder.

Credentialz

v Print

2. A confirmation window appears for each removal. Click the Yes Button.

N
P ]
emove |

3. Once all credentials are removed, click the ™ icon.
4. A confirmation window appears. Click the Yes Button.

Cardholder Photo ID Tab

The cardholder Photo ID tab is used to select and then an image to a cardholder's
record. This image is then used for the Photo Recall feature for

visual cardholder verification purposes (see the Photo Recall section for additional
information). Or the image is used with the Photo ID optional

licensed module for inserting cardholder images onto card templates for further print-

ing.
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Cardholder Photo ID

jCardhulder Edit Form

- Baker, Kathleen

General  Access Rights  Advanced Contact Company | Photo ID | User Groups Custom  MNotes  EntraGuard
Images And Layouts
' Preview Images
PhotoGraph Signature
=N
[
Drag a column header here to group by that column.
. Last Mame First Name Middle Mame Access Group Cardnumber Imprint Card Status
Ed [ al & Al al i Al
Sanders David Total Access 1879347849 1000 Active
Calman Gary Total Access 1846204057 2681329 Active
» Baker Kathleen Total Access 1814565097 5266214 Active
Radia Mavina Total Access 1678627002 16293 Active

e Click the Paper-Clip icon to attach an image file. Many popular image formats are
supported, including; .PNG, .JPG, and .GIF.

e Click the "X" paperclip icon to remove the image file.

o Check the Preview Images tick-box to enable viewing the photo file in the Photo ID
and General information windows.

Cardholder N

otes

The Notes field allows you to enter/store any kind of text information you deem of value
regarding the cardholder. There is an 8,000 character maximum per cardholder record.

For example, you may track card replacement incidents -- noting every time a card
holder loses or damages a card.
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j Cardholder Edit Form - Smith, John Robert
General  AcceszRights  Adwanced  Contact  Company  Photo I Cusztom | Motes

An operator can enter any kind of text information regarding the cardholder inta this field.

Cardholder Search

There are two cardholder search types: Basic and Advanced.

Basic Cardholder Search

Basic Searches are done by entering some type of cardholder information into one of
the search fields. The search returns a list of cardholders that match that information.

Cardholders

j Search

Basic Search

Last Mame First Mame Cardnumber
Smith

Accesz Group Imprint

Mone -

ﬂ Cardholder Edit Form - Doe, Jane Anne

Last Mame First Marne Middle Marme
Al Al Al
Smith John Fobert

1. Enter your search criteria into the appropriate field.
2. Click the Search Button.

3. The search results appear in the list below the criteria box.
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4. Click a cardholders name to open the corresponding cardholder record.

Advanced Cardholder Search

Advanced Searches allow you to locate cardholders based on the body of extended card-
holder information.

Advanced Search

Search Type

Fleaze Make a Selection P | Showe multiple records

1. Select your Search Type from the pull-down menu.
2. Enter any additional parameters as needed.

o Search String - for searches requiring that a text string be matched
o Access Group - for searches associated with Access Groups
o Date - for searches to be bracketed within a date range

3. Click the Show Multiple Records tick-box if you wish to see every matching record
for a cardholder should that cardholder have multiple records that match the
search criteria.

4. Clickthe! . The search results appear in the list below the criteria box.

5. Click a cardholders name to open the corresponding cardholder record.
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Cardholders
j Search

Basic Search Advanced Search

Last Mame First Mame Cardnumber Search Type

Last Mame First Marne Middle Marme

Coe Jane Anne
Smith John Fobert

Cardholders in an Access Group v | ot Show multiple records

Group Imprint
-
Accesz Groups

| Search | ;
Std Business Hours -

Cardholder Search - Using Custom Fields

The advanced search option allows you to search for cardholders that have custom field
information. For example; you may have a custom field for each cardholder that has

their

car registration. The following steps explain how to create/name a custom field,

add information to custom fields and then how to run reports on that information.

0.1
1.

o v kAW

Create a New Custom Field

From within Doors.NET, click on the Design Mode icon in the upper-left corner.

A

Setup ———emasda Tools

All Transactions . [ .0

Verify in the title bar that it states: 'Design Mode'.

™~

lisable Biometric A Suspend Default Time =/l [ Mask Forc

Go to Home >> Cardholders.

From the list of cardholders, open one of the cardholder records.

Go to the Custom tab and you will see 18 available custom fields.
Right-click on the first available custom field and select 'Edit Description'.
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7. In the description text field, enter a new description. Then click OK.

Enter New Description:

|Car Registration |

8. Click the Design Mode icon again to disable Design Mode.
9. Finally enter cardholder-specific data into the new custom field, then click the
Save/Save All icon in the upper-left corner of the client.

—

j Cardholder Edit Form - Petersen, Brian

General Access Rights  Advanced Contact  Company

Car Registration Custom
A111 BKP
Custom Custom

10. This new custom field will now appear for every cardholder record.

0.2 Run Reports Using a Custom Field

Once a custom field has been named it becomes available as advanced search criteria.

1. Go to Home >> Cardholders.
2. Expand/open the Search section. You will see the basic search on the left and the
advanced section on the right.

3. From the advanced search drop-down list locate the custom field that you setup in
the previous section.
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Advanced Search
Search Type
Please Make » Selection

~
| 2

Cardholders with a PIN
Cardholders without a PIN

Cardholders with Imprint of 7

Cardholdens with Mo Activity

Cardholders from a Comparny

Cardholders with an lssue Code of X

Cardholders with Car Registration of T

Cardholders with Mulple Credentials

up Cardnumber mprint

Card Status Cardhalder Type

G

Show multiple records

4. Click the Search button to retrieve a list of all cardholders that have data added to

this field.

5. From the results list, click on the field chooser and select to enable the custom field

in the results.

Alerts (1) Hardware Setup @ Cardholders
j Search
Basic Search
Last Name First Name Cardnumber
Field Chooser n
Access Group v Access Group =i
Access Mode H___ h
Activation Date | Search
Active
ﬂCardhoIder Edit Form E +  Car Registration E
Y| Card Status
Drag a L‘:Mh
¥ Cardholder Type |
i ast Name e Act
CardholderiD f
) A
V Cardnumber
Grimshaw - To
Petersan Company Address |« | To
Lambert Chris To

6. You could then use the search facility to locate a specific record or the results list

can be sorted.
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\iﬁsgistratian Cardholder’

&l A ~ |

A111 MNLG Nl:;rmal Use
A111 BKP MNormal Use
A111 CPL Mormal Use

7. Alternatively, to locate a specific cardholder you can enter a specific value as part
of the advanced search criteria, as shown below:

Advanced Search

Search Type

Cardholders with Car Registration of 7 - | ‘T_. |

Search String Start Date

A111 NLG Show multiple records
Access Group End Date

Temporary Cardholders

Enter Activation Dates

The default value for all enrolled cards is to Never Expire, meaning the card is always act-
ive per whatever access rights are assigned to it. However, there are two alternate activ-
ation options: by Date Range or by Number of Days from Today.

By Date Range

Allows you to set a specific date range during which the card is active. A typical example
could be a contractor who is working for a specific range of dates.

1. Uncheck the Never Expire tick box. This activates the Activation/Expire pull-down
menus.
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Activation D ates
Mever Expire Temporary
Activation Date Daps
E/14/2004 1200:00 4 ~
Expire Date Expiration Reason
E/14/2004 1200:00 4 ~ . -

2. Click on the Activation Date pull-down menu to open a calendar. Scroll through the
calendar and select an Activation Date.

Activation Date
5/3/201012:00:00 &M

E May 2010
] S MTWTFS

3. Repeat this for the Expire Date.
4. For tracking purposes you can use the Expiration Reason pull-down menu to enter

a reason for the Date Range.

Expiration Reason

.. CONTRACT EXPIRE | =
CONTRACT EXPIRED %
DRUG TEST PENDING
FINGERPRINT PENDING
FIRED

TSAHOTLIST MATCH

5. Click the H icon in the upper-left corner of the window to save the Activation Date
Range for the cardholder.

By Number of Days from Today

Allows you to set a number of days starting from today during which the card is active. A
typical example could be a visitor who is given access beginning immediately for the dur-
ation of a visit. The maximum number of days for this option is 30.

1. Check the Temporary tick-box. This activates the number-of-days pull-down menu.
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Activation Dates
Mever Expire W Temporary
Daps
1 day -

Expiration Reazon

2. Select the number of days during which the cardholder is granted access.

W Temporary
Daps

1 day -

3. For tracking purposes you can use the Expiration Reason pull-down menu to enter
a reason for the Date Range.

W Temporary
Daps

1 day -
Expiration Reason

-

COMTRACT EXFIRED
DRUG TEST PENDING
FINGERPRINT PENDING
FIRED

Training Session Completed
TSAHOTLIST MATCH %

4. Click the H icon in the upper-left corner of the window to save the Activation Num-
ber of Days for the cardholder.

Note: Temporary cards are not currently supported in Doors.NET with the EntraGuard
controllers.
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ADA/DDA Settings

Americans With Disabilities Act (ADA) and Disability Discrimination Act (DDA) are legis-
lations that provide disabled people with various rights, including ease of use and easy
access to goods, facilities, and services including transport services.

When a cardholder is using ADA/DDA settings this will result in the door opening for an
extended period of time. ADA/DDA extended opening times can be setup on all doors or
just certain doors.

ADA/DDA Setup

A standard cardholder, after presenting their card, will unlock the door for the amount
of time specified for the reader's 'Strike Time'.

When a cardholder has ADA/DDA enabled and a door has ADA/DDA timing set to it, the
door will unlock for the ADA/DDA time NOT the standard strike time.

1. Goto Setup >>Hardware Setup >> All.

2. Expand a controller which has a reader connected that you wish to enable
ADA/DDA timing.

3. Highlight the reader.

4. In the reader properties set a strike time/unlock time for ADA/DDA.

Save your settings.

Open an existing cardholder record.

Go to the Advanced tab.

Place a checkmark against 'Use ADA/DDA timing'.

©® N W,

9. (Again, remember to save ).
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10. Once saved, the change gets sent out to the controller network automatically.
11. When the cardholder gets access at any ADA/DDA enabled door the door will

remain unlocked for the extended time.

Note: If door contacts are being used you will most likely have to specify an extended
time for the ADA/DDA Held Open Time.

Cardholders Advanced

The Advanced options tab contains additional options for each cardholder record. These
are options are not required for basic operation of the cardholders in the system.

j Cardholder Edit Form - DeBerry, Ron

General  Access Rights E-ﬁ.d'-.'ancedé Contact Company PhotoID  User Groups Custom  Motes

Options
Cardhalder Type Exempt from APE Change Use Count

Mormal User -

Global Trigger Use ADA/DDA Timing

Mone - PIM Exempt

Access Mode
Access Always

Primary Only -
Vacation Settings Temporary Upgrade Settings
Enabled Enabled
Start Date Start Date Access Group
End Date End Date

The Exempt from APB checkbox instructs the controller(s) to ignore Anti-passback rules
for all card numbers assigned to the selected cardholder. Regardless of the Anti-Pass-
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back configuration of the readers. Cardholders with this selection checked can use any
reader as though Anti-passback were not enabled.

The Use ADA/DDA Timing checkbox instructs the controller(s) to give additional time on
the door strike and held-open times for this cardholder. Those times are specified per
reader and may be different for each reader.

The PIN Exempt checkbox, when checked, instructs the controller(s) to disregard the PIN
requirement for this cardholder when readers are set to Card and PIN mode.

The Change Use Count checkbox, when checked, and when use counts are enabled on
the controller(s) instructs the controller to keep a count of the number of times this card-
holder has gained access at the controller's readers.

The Vacation Settings selections are used to designate a date range for the cardholder
to be on vacation. During the specified date range, the cardholder's credential(s) will
automatically be disabled. The vacation period begins at 00:00:00 on the Start Date and
ends at 23:59:59 on the End Date. This setting is only supported when using Mercury or
Mercury-Powered hardware.
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Access Groups

Access Groups are combinations of readers and the time schedules at which the readers
should be active. These are, in turn, assigned to cardholders as the definition of where
and when the cardholders can get access.

By using access groups, modifications to a large number of cardholders can occur from a
change to their access group time schedule. A change to the time schedule affects all
cardholders who have access groups with that schedule, and also affects any local link-
age conditions that have that schedule or auto unlock schedules.

For convenience and ease of use, all access group setup and editing is performed on a
single page.

" HA s e s Selecied Accma Gr. B X
Hera Lrtep Ruports Tock N At Groups
— tslen
&3 3 @ B ro=
g == o &) - Al
Srlectedd Acceun Group Dromeribousd
Menip BN Lner Bepemy | A00es w
Acoeid Growpd Eradery
A [~
Cuny Trwily e bope Hesay.. BT DD D Il Pegan fuge Panne
L2 S e Hedly.. XY IO D Dy S B Doee e
Geaveeed Tl 0 et Hepiy..  MOT &)Y et Fariing 1 g
T Pt S be Heady.. MUY D1 vy DA 1T Raen g
et $aey bose Hesdhy.. MY DY e D Srangery Dot L
Fa bt Heady.. XY D11 Dy S Wl e
£ JOSE HEBB.. MAT D ] S 0 Esplutive Soey ]
S be Headhy.. MOTED ) vy DA Espiutive (ol g
e £ ooe Hepsy.. MOOT D} S D0 Aty died [
Fa bt Heady.. MXT D ] Dy S Mg tpIreny ]
v £ JOSE HEBB.. AT D1 ) S 0 e Do Easl ]
Tartnl does Fa lp Hepay,,  MOT D ) e A et et W L
1 L
Schedcien
¥ "
W W Scan
Firoer e
i B4
Lt vt Compbitd 8 DASDTET 11051 T 8 400t DT (ool s e G100 a Dt o 11 e Held U vy R U Trassy. daesn 14, 2997 Tiegar g -
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Add an Access Group

The following steps explain how to setup a new access group in the Doors.NET software:

e

Access
1. From the Home Tab, click the ©reups

appear.

a

Dorwvmlioad

& B

Add

ag kS

Selected Access Group

Alerts [0 Live Events  ACoess Groups

Time Schedules

AOCEES Groups

A K
Aleiays Active
Clearing Crew
Elgvator $o
Ergineers
Executings
HE 1
HE 2
IT Staft
Munitprial
Mairtenance Stal
Maragement
Security
Visitors

CON AR AR AR TR S S AR SR AR R

Add

2. Clickon the
Groups list.

icon and the Access Groups window will

e M| Controllers
All

Dosanload
Selected
Dereeriland

’_,-ﬂ.\.'-.":--.'
B

3N Jost Headq

San Jose Headg.

San Jose Meadg

San Jose Headg—.

SN Jost Headq

San Jose Headg.

San Jose Headg

Deseription

Figver Active
+ 4T

Alwiy Active
¥ Wiark Week
4 Lungh Hawrs
) AM Shift

+ PR St

KT 00
KT 200
T 401
T 40 1
MT 401
T 40 1
T A0 2

Repders

Origoard DO
Oriboard DOM
Oriboard DDM
Oriboaed DOM
Origoard DO
Oriboard DOM
Orioard DOM

Schedulles

Magde

Hever

alemyt
Scan
Sean
Cean

Scan

Fromt Dogr - IN
Frort Dioor - OUT
Fariing Lot

IT Room
Shipping Dock
Warshouse
Ewequdne Ofces

icon. A generic "New Group" name is added to the Access

3. Double click "New Group" and change this to a descriptive name for this access

group.

4. A change confirmation window appears. Click the Yes Button.
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* Executives SanJose Headq.. MNXT4D1 Onboa
0 HE1 %anJose Headg.. MNXT4D1 Onboz
+ HE 2 ! Onboz
© T Staf T—
+ Janitorial I
; Maintenance Staff 0 Do you want to change the description New Group to Visitors?
* Management gre
- Security Moda
* Visitors Yes Ho lever
T TR v :c,an
Always Active Always
- Work Weeik Scan

In the Readers field, select the reader(s) to be added to this new access group.

Readers

Drag a column header here to group by that column,

I% Gateway Cantroller Panel Description | Description Detail
o i n n o
5an Jose Head... MNXT2D0 Onboard DDM Front Door - IN
San Jose Head... NXT 2D 0 Onboard DDM Front Door - O...
San Jose Head... NXT4D1 Onboard DDM Parking Lot
. b : San Jose Head... NXT4D1 Onboard DDM IT Room
. S5an Jose Headq... : NXT 4D 1 Onboard DDM Shipping Dock
5anJose Headq... MXT 4D 1 Onboard DDM Warehouse
S5an Jose Headq... : NXT 4D 2 Onboard DDM Executive Offices

1] T

6. From the Schedules list, select the time schedule to be applied to this access group.

Click on the tree expansion box to see what the selected time schedule contains.
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Crag a column header here to group by that celumn,

Mode

Description

Mever Active Mewver
.. 2477 Sean
Always Active Always
-- » | Work Week Scan
-- Lumch Hours | Scan
-- AM Shift Scan
-- Fr Shift Scan

7. When all three components are highlighted (the name, the reader(s) and the time

Schedules

schedule) click the assign icon to create the new access group.

b

owe Copy | Assign

@0

LInassign

Clear
Selections

Once the access group is created you will see the reader and time schedule inform-
ation beneath the access group name.

-- Management
-- Security
E| [ 3 Visitors
Gateway Cantroller Doar Schedule Schedule Detail
B ml @ g @
5anJose Headq... : NXT 2D 0 Frant Daar - IM Wark Week M, T, W TH,F (0600 - 27:00)
5an Jose Headq...  NXT 2000 Front Door - QUT  Work Week MW, T, W TH,F (0600 - 27000
5anJose Headq... : NXT 4D 1 IT Room Wark Week M, T, W TH,F (0600 - 27:000
----- 5an Jose Headq..  NXT 4D 1 Parking Lot Wark Week MW, T, W TH,F (0600 - 27000

9. You can now assign this access group to cardholders.
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Access Group Editing

Any alterations to existing access groups can be made very quickly and easily on the
access groups page.

Note: It is not possible to adjust an assigned time schedule for a reader. You must
remove the reader and the schedule and then re-add the reader with a different sched-
ule.

We have already covered the process of adding access groups and so the following pro-
cedure explains how to remove access groups or un-assign readers.

Removing Readers from Access Groups

1. When editing access groups the first thing you should initially do is click on the
Clear Selections icon. This ensures nothing is selected on the page.

Clear
Selections

2. Click the expander icon displayed to the left of the access group name.

+ Maintenance Staff

% 3 Management
Security

+ Visitors

w

You will see a list of assigned readers.
4. Select the reader you wish to remove.
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5. Click the Unassign icon.

6. Click yes to confirm the change.

Remove an Access Group

1. Select the Access Group to remove from the list of groups.

2. Click the

b

Remove

icon.

3. Aremoval confirmation window appears. Click the Yes Button.
4. The Access Group is removed from the list.

SYSTEMS
Management
Gateway Controller Doar Schedule Schedule Detail
& B B i i

b i San lose Head... NXT 4D 2 P Accounting Area Always Active Always
San Jose Headq... | NXT 20 0 g Front Door - OUT ~ Always Active Always
San Jose Headq... : NXT 2D 0 Frant Daar - IM Always Active Always
San Jose Headq... NXT4D 2 Executive Offices  Always Active Always

Note: You will not be able to remove an access groups while there are readers assigned,

you must first un-assign the readers.

Note: As is typical with Windows based programs, you can select multiple/consecutive
items using the standard Windows Ctrl-Click and Shift-Click commands.
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Assigning Access Groups to Cardholders

1. Go to Home >> Cardholders and the cardholder list will appear.

Alerts (00 | Live Ewents  Access Groups  Time Schedules | Cardholders

ﬂ Search

ﬂ[ardhnlder Edit Form

Drag a column header here to group by that column,

Last Mame First Name Middle Mame Access Group Cardnumber Imgrint

Erl d o e‘.. Bl f
Quigley Rens Always Active 125712
Kent lanathan lanitarial 134460475 2160000
Baker Kathleen 983258795 2540793
Farwell Rebecca IT Staff 1351862041 2467033
Smith Lyle 125696
Kavier Julian 125700
Urban Sonya Always Active 125713
Jankaovich Elaine 537539786 3181344
Tikinaow Boris 125699
Callahan Stephanie 774960616 3756083
Van Heusen Margaret Always Active 125704
Hennessy Juliet 1052464308 28407595

2. Double-click a name or locate a cardholder via the Search facility.

j Search

Basic Search

Last Mame First Name Cardnumber
smith| |
Access Group Imprint
Mone -
Search

3. The cardholder record will open on the General tab.
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j Cardholder Edit Form - Smith, Lyle

Acc&ssRights Advanced Contact Company Photo I User Groups

Last Mame First Name Middle Mame 7| Enroll Fr
Smith Lyle
Activation Dates Credentials
| Mever Expire Temparary ;;] 125696
Activation Date Days
Expire Date Expiration Reason
Mone -

4. To assign an access group you have to go to the Access Rights tab.
5. There you will see a list of all the access groups on the system.

j Cardholder Edit Farm - Smith, Lyle

General Accessrfig hts § Advamced Contact

Lz’
Assigned Description
i
+ Always Active
+ Cleaning Crew
+ Elewvatar Co.
+ Engineers
+ Executives
+ HEK 1
+ HkK 2
+ IT Staff
+ lanitarial
+ Maintenance Staff
+ Management
+ Security

6. Place a check mark against the access group(s) you wish to assign.

-59-



¥/ KER!

SYSTEMS Doors.NET

Engineers

W Executives

HE 1

HEK 2

IT Staff

lanitarial
Maintenance Staff

v Management

o e e O O O O O
<

Security

7. Save the settings using the save icons in the upper left corner.

(?\)H%'}"

- Home S

8. The settings will be sent out to the controller network immediately. There is no
need to perform any kind of manual download or update.

PXL Access Rights Limitations

When using PXL controllers there are certain limitations related to the assignment of
access groups. A cardholder can have up to 8 access groups assigned as long as no doors
exist in more than one group and providing the doors for a particular controller are
added to the same group.

Examples of Assigning PXL Access Rights to Cardholders

1. PXL Cardholder Assigned Total Access:

No other group can be assigned because all doors for all PXL controllers exists with
the Total Access group.
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General  Acoeii Rights | Advenced  Corac!  Company ProloID User Groups  Custom Notes  EntraGuard
Ascett Groupt
Assigned Description - T
- = |r Doors.MNET Standard Edition -
a B
. v Totad Ascess
" 7 T — 1 [ i Controller { EG 1 ) only allows 1 access group per cardholder. F
- # u
2 Lobhy Tormel fes Please review your Access Rights selections
. Fitnéss Centré |
& Lurch Room
v Froduction | 0K
- Ergineering
L ’

¥ Cabeteria
3 Reception
¥ widéo Conerércing

2. PXL Access Group - 1 PXL Controller in each access group

An unlimited number of PXL access groups can be assigned when each group contains a
separate PXL controller and as long as a controller does not exist in more than one

group.

General | Access Rights | Advamced Contact Company PhotolD  User Groups Custom  MNotes  EntraGuard
Access Groups
Assigned Description
| i

+ Total Access

+ W F¥L-1

+ Vv P¥L-2

+ v F¥L-3

+ v PxL-4

+ v PXL-5

+ W FXL-&

+ W PXL-7

+ W PXL-8

&= v PeL-9

£ v PYL - 10

3. PXLdoors in different access groups

You cannot select multiple groups if PXL doors exist in two different access groups.
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s

Plesse newvew your Access Rights selectsons

[ Dt NET Sgnctiged Editigs

Controller | PXLS00Z0 8 ) enby alows 1 sdcess group per canrdhalder.

=

Genaral | Acoeii Rghes | Advenced Contacd  Compary  ProioiD  WievGroups  Cusiom  Nober  EndraGuand
Aasigaacd Dedcriplios
a w
- 4 Wideo Conlerencing
Cortroiler Sredue Screduie Detail
5 [=3 [ I
T EMAE.Door A | Arany LaEn
Ansigred il
= Fi Mseting Hoom tast
bl B Seredule SePudiier Debail
£l B B £
| Fesxcao: ETAE-DoclB | rom o

In the image above, controller 8 has its doors in different access groups and so these two
access groups cannot both be assigned to the same cardholder. If a cardholder requires
access to both these doors they need to be added to the same access group. As shown

below:
General | | Access Rights | Advanced Contact  Company
Assigned Description
] Bl
+ Cateteria
+ Recaption
= o Video Conf. & Meeting Room East
Cantroller Daor Schedule
& i Bl
PHLS002D & CTLR & - Door A Ahways
PHLS002D 8 CTLR & - Door B Always
Assigned Description
3 Server Room
+ Facilities

Photo ID User Zroups

4 | Schedule Detail

&
Always

Always

Custom

Motes
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Time Schedules

The system uses Time Schedules to support access levels, local linkage, and automatic
override modes for readers, monitor points and control points. These schedules are
used concurrently and a change to a time schedule immediately affects any cardholder

(via the access level), control point, reader, monitor point, or other user defined actions
in local linkage.

e A Time Schedule is made up of one or more Time Intervals and the intervals have
start and end times (usually for defining when a door unlocks then relocks).

o ATime Interval is a block of time associated with days of the week.

The software supports 64 time schedules with 50 intervals for each NXT controller. Typ-
ically, different time schedules are defined for various groups of people such as employ-
ees, managers, janitorial staff, security, etc. These time schedules are then assigned to
corresponding access groups.

Note:

o When using PXL controllers you are limited to 32 time schedules and 4 intervals per
day

e When using MSC and SCP controllers you can utilize as many as 255 time schedules
and 12 intervals per day

o If you have a mixed system comprising of multiple hardware types, you are not lim-
ited by the lowest common denominator - each hardware type uses its own lim-
itations.

The Time Schedules Window

Qf)

Time
From the Home Tab, click the >ch=dulss " jcon and the Time Schedules window appears.
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Alerts [0) | Time Schadules 1 b
General
@Hﬁ = ?l = H = FI&EI‘." . o
& . = |
g Abways Active - General
m Dhesacriphicn AM Shift
i MTWTHF (0500 - 1200 Enabisd Y
(&) Lunch Hours Schadule Mode Scan/Time Irbervals
(& tever Active -~ Intervals
@ PM Shift tarval 1 M. T.\W TH,F {0500 - 12:00)
) Work Week Start Time 5 00m
Ened Tirmee: 12h DOm
Cierys of Wask Map Wassk: Daryn
Holday Type Map Hene

There are three default time schedules.

Alerts () | Time Schedules

General

{2) Always Active
@ Mever Active
() Work Week

The first two schedules cannot be deleted from the system.

o Always Active applies no time/date restrictions to access.
o Never Active never allows access.

There is also one time schedule (Work Week) that can be used as is, edited to your spe-

cific needs, or can be copied and edited.
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Time Schedule Limitations

When using multiple concurrent hardware platforms Doors.NET allows each hardware
type to access its total number of available time schedules. Time schedules are not lim-
ited to the lowest common denominator.

Mercury Powered Standard  ASSA ASSA

Gateway Type N NXT Mercury Aperio WIiFi/POE Allegion
Time Schedules 32 64 255 255 255 255 255
Intervals per Day 4 12 12 12 12 1 (a) 12
Intervals per Week 28 50 84 84 84 n/a 84

(a) Only 1 interval per schedule is allowed.

Example — A system with both PXL and NXT hardware allows only the first 32 time sched-
ules to be used by PXL controllers and all 64 time schedules to be used by NXT con-
trollers. However, the first 32 schedules must follow the PXL rules.

Setup Time Schedules

Creating a new Time Schedule

1. Click the Add icon in the Time Schedules icon group.
2. A new time schedule is added to the list with a generic name and no active time
interval.
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Add | Remove Copy Add Remove

l}!‘Tlr'm:’:":.chf:f:ll.JI«ers | Time Intenvals |

Alerts (0) | Time Schedules |

General |

BEG | New Schedule 2

i3 Not Active
() Work Week

3. Inthe grid, enter the time interval values for this time schedule.

BEl4) | @ | = B 5 | Fiter 2
=

Holiday Type 2

Holiday Type 3 Mo

Holiday Type 4 MNo W
Holiday Type 1

For Holidays that are Type 1. this interval remains active.

4. In this example the time interval is set for Tuesday and Friday between 19:00 and
21:00 hours (7 to 9 PM). It is also active per the list of dates called out in holiday
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type 1.

5. Click the save button in the grid - you will be asked to verify the save request.

Save Changes to this interval 7

Yes Mo

Click the Yes Button and the time interval is added to the time schedule.

To add another time interval to this time schedule click on the time schedule name
and then click the Add icon in the Time Interval group.

Repeat the above steps to add another time interval - in this case Saturday between
09:00 and 11:00 hours.

Alerts () | Time Schedules

General

10.

{>7) Always Active
@ Mever Active
() New Schedule 2

(3 SA (09:00 - 11:00)

i3 TFH1 (19:00 - 21:00)
() Work Week

Click on the Time Schedule name and the grid changes to support Time Schedule
parameters.

Enter the descriptive Time Schedule name in the description field of the grid, click
the save button in the grid, and verify the save request.
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Aleris [0} | Time Schedules

General

{>2) Always Active
3
J 54 (09:00 - 11:00)
¥ TFH1(12:00 - 21:00)
@ Mever Active
{7) Work Week

We now have a Janitorial Staff time schedule that allows access on Tuesdays and
Thursdays from 7 to 9 PM, on Saturdays from 9 AM to 11 AM, and per the instructions in
Holiday Group 1.

The schedule can quickly and easily be enabled by selecting Yes/No from the Enabled sec-
tion in properties.

Time Schedule Modes

The schedule mode option configures how the schedule should operate. The options

are: Off, On, Scan/Time Intervals, Offline Lockset and Scan - Honor day of Week.

Only the scan mode uses the Time Intervals to determine when the schedule should activ-
ate or deactivate.

Removing Time Intervals and Time Schedules

Removing a Time Interval or Time Schedule is simply a matter of selecting the desired
item and clicking the appropriate Remove icon from the Time Interval or Time Schedule
icon groups.

Editing Time Intervals and Time Schedules

Editing a Time Interval or Time Schedule is simply a matter of selecting the desired item,
changing the appropriate values in the grid, and saving the grid changes.

Please keep in mind that changing a Time Interval name if that interval has been assigned
to Access Groups will have a drastic effect on the system.
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Viewing and Editing Time Interval Settings

Once you have completed setting up Time Intervals and Schedules you can highlight the
schedule and then quickly and easily view the assigned interval information.

@ Always

{¥) CATERING

() CLEANERS

{>) EXECUTIVES

() GROUNDS

5] lentoralstart
{3 SA (0T:00 - 11:00)
i TTH (19:00 - 21:00)

Ean 8

o With the time schedule highlighted, refer to the schedule properties on the right.
o Locate the Intervals section in the time schedule properties.
o Listed will be the active intervals that are associated with the Time Schedule.

5= 4l | @ | & B S | Fiter =)
= General
Description Janitorial Staff
Enabled fes
Schedule Mode Scan/Time Intervals
= Intervals
Interval 1 SAD7:00-11:00)
Interval 2 T.TH (15:00 - 21:00)

o Expand any of the intervals to view the extended settings.

e Click into any of the fields (Start Time, End Time, Days of Week Map or Holiday Type
Map), any of these fields can be altered by typing in a new value then clicking the
save icon.
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Description

BE[4l | @ | = E 5| Fitter )

Janitorial Staff

Enabled

Yes

Schedule Mode

= ntepyall
Start Time
End Time

Scan/Time Intervals

Days of Week Map

Holiday Type Map

Printing Time Schedules and Intervals

As with the hardware properties grid, you have a print icon allowing you to print off the
time schedule or time interval configurations.

1. Highlight the Time Schedule name.
2. Verify Advanced View is enabled for the properties.

Janitorial Staff

fes

Schedule Mode

Scan/Time Intervals

ScheduleMumber

2

Imtervals

Interval 1

2

T.F (19:00 - 21:00)

Interval 2

MasterSchedule|D

|Universal Seral Mumber

SA(09:00 - 11:00)

d781ecalciid-4becbb 1f-351a083..

3. Expand the active time intervals to display the interval settings.
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Interval 1

T.F(19:00 - 21:00)

Start Time 15h 00m

End Time 21h 00m

Days of Week Map Tuesday, Friday
Holiday Tvpe [Man Tvpe]

= Interval 2 SA(05:00- 11:00)
0% 00m .

End Time 11h 00m

Days of Week Map Saturday

Holiday Type Map

MasterSchedule|D

MNone

d781ecalch9d-dbec-bb1f-951a...

4. Click the printicon.

ao
ad

2=41

cl

= H@ Filter:

Enabled fes

Schedule Mode I Print Property Grid me Intervals
ScheduleMumber =

Irtervals 2

= Irterval 1

T.F (15:00 - 21:00)

Start Time

15h 00m

erties grid.

5. A Print Preview window will appear containing all the information from the prop-
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Category”

#

]
2
5
3
4

Ca

R

12
13

Properties for lanitarial Staff ADVANCED VIEW

B Category: 1.General (3 items)

|5E1:ting Mame L | Setting Value

Description
Enabled

Intervals
Schedule Mode
ScheduleMumber

tegory: 2. Intervals (8 itemis)

Setting Mame .

Interval 1.1, 5tart Time
Interval 1.2, End Time

Interval 1.3, Days of Week...

Interval 14, Heliday Type...
Interval 2.1, 5tart Time
Interval 2.2, End Time

Interval 2.3, Days of Week...

Interval 24, Heliday Type...

Janitarial Staff

Yes

2

Scan/Time Intervals
2

Setting Value

15h 00m

21h 00m
Tuesday, Friday
Typei

09h 00m

11h 00m
Saturday

MNone

- Category: 3.5ituation Manager (5 items)

#

16
15
17

Setting Mame .
Threat Level - Elevated
Threat Level - Guarded
Threat Level - High

Setting Value

MNone
MNones

MNone

b4 [ ('R

Close Print Preview Print

6. Review the displayed information then click the Print button.

7. A printer selection dialog box will appear and the default printer will be pre-selec-

ted.

8. Select a different printer or click the OK button to print to the default printer.
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Prirter

Name: Canon MG3100 series Printer W Properties... |
Status: Ready

Type: Canon MG3100 series Printer

Where:  USEODT

Comment: [] Print to file

Print range Copies

(@ Al Mumber of copies: E =

() Pages f_n:.m:|[!' | 'g:.:|D | )

O Selection 1,2'3 1,2'3 Collate

Help Cancel

9. From this dialog box you can also access the printer properties.

Assigning a Different Time Interval for a Holiday Date

You may have an existing time schedule that opens certain doors automatically at 8am
and then automatically closes those doors at 5pm. However, on certain holidays dates
you may want those doors to lock earlier as there will only be staff members working dur-
ing morning hours. For this example we will use a specific date; 24th Decem-
ber/Christmas Eve.

o Define the 24th December as a holiday date, ensure it is enabled and set it to a type,
for example, Type 1.

e Go to the Time Schedules page and locate the existing schedule that automatically
unlocks and locks the doors during a typical work week.
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Alerts (0 | Time Schedules

General

() Always Active
[1-{3) Janitorial Staff

----- @ Mever Active

R0 Work Week |

{8 MTW.TH,F (06:00 - 21:00)

o With the existing schedule highlighted click to add a new Time Interval.

& &

Add Remowe Downloa

Al

Time Schedules I Time Intervals

o The new interval will be automatically highlighted.
o Enter a start time and a stop time for when the door(s) will automatically unlock
and lock on the holiday date, i.e 8am - 12pm.

28l | @ | = 5 | Fiter @
= General

Start Time (8h 00m

End Time 12h 00m
= At

Universal Serial Number 1

o From the Active on Holiday section at the bottom of the properties grid, set Type 1
to Yes, then save.

Saturday [ ] Na
Sunday [ ] Mo
= Active On Holidz
Holiday Type 2 Mol
Holiday Type 1
For Holidays that are Type 1, this interval remains active.
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e You must also ensure that Holiday Type 1 is set to No on the standard time interval -
this is what will prevent the door(s) from staying open until 5pm.
o The doors will then relock at 12pm on any day that is defined as a Type 1 holiday.

Time Schedule Limitations

When using multiple concurrent hardware platforms Doors.NET allows each hardware
type to access its total number of available time schedules. Time schedules are not lim-
ited to the lowest common denominator.

Mercury Powered Standard || ASSA ASSA .
Gateway Type PXL|| NXT NXT Mercury || Aperio || WiFi/POE Allegion
Time Schedules 32 64 255 255 255 255 255
Intervals per Day 4 12 12 12 12 1 (a) 12
| Intervals per Week || 28 || 50 || 84 || 84 || 84 || n/a || 84 |

(a) Only 1 interval per schedule is allowed.

Example — A system with both PXL and NXT hardware allows only the first 32 time sched-
ules to be used by PXL controllers and all 64 time schedules to be used by NXT con-
trollers. However, the first 32 schedules must follow the PXL rules.
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Holidays

Holidays are designated calendar days used to define exceptions to Time Schedules. A
holiday overrides the normal, weekly time interval schedule preventing it from activ-
ating. If a time schedule does not activate, then access groups using that schedule and
cardholders who are assigned that access group are inactive, preventing access. Local
linkage conditions are also inactive. The software supports 8 holiday type lists, each hold-
ing up to 32 days. Time schedules can, however, be specified to be active on designated

holiday types.

The Holidays Window

From the Home tab, click the "™ icon and the Holidays window appears.

m H A o 5 B B Doors Met Selected Hardware Hardware Browser 3§
A
Heome Setup Feports Tooks Ty Selected Hardware Hargware Broweser
T (O e ‘} W Controllers
L]
U3 “ il -
Add Download  Downdoad
All Celected
Hedidays Dowaniboads

Alerts () Lve Everds  Time Schedubes | Maiter Holidags | Hardware Setup

Generny

December 2012 Jaruary 2013
Mo Tu e Th Fr 53 Su Mo Tu We Th Fr Sa Su
1 2 2 3 4 5 &
P 4 5 6 T 8 ¥ T8 9 Ip If I 13
10 11 12 13 14 15 16 14 15 16 17 18 1% X
17 wfiE 20 n o» n 22N oM BN

24025 26 27 X 2N N 1MW N

i

Pmrch 2013 April 201%
Ma Ta We Th Fr S0 Su Me Tu We Th Fr 58 Su
1 2 13 1 2 3 4 5 & 7
4 % & 7 8B 910 B 9% 10 I1 12 13 14
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Holiday Setup
Creating a New Holiday

1. Click the Add icon in the Holidays icon group.
2. A new holiday is added to the list with a generic name and no date assigned.
3. Click on the New Holiday list item to configure its properties.

I'“Ill}i }fﬁa 9 e :[Ccn‘.':llcr: :

Add Remove Download Download
All Selected
Holidays Downloads

Master Holidays
General
T | #rovetc:

Description

News Holiday

I
=t Show All Holiday Dates
€ 4 December 2012 Jarumry 2013 February 2013 L
17 18008| : 21 2 23

The Master Holidays in this menu apply only to contrallers with the Use Master Settings enabled.

4. Locate and click on the desired date on the calendar. The left/right arrows at the
top of the calendar advance the calendar backward/forward by one month. The
left/right double-arrows advance the calendar backward/forward by one year. You
will be asked to verify the selected date.
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]

..9'_' . Change Selected Holiday (New Holiday) Dates:

181272012 -18/12/2012
To the following Dates:

19/12/2012 - 19/12/2012 7

Yes l | Mo |

Click the Yes Button. Once saved, the date is highlighted in bold text on the calendar.

5. Under Properties:

o Enter the description of the holiday, up to 50 characters.
o Select the Holiday Type (1 through 8) from the pull-down list. The Hol-

iday Type drop down selection is a list of eight holiday types. Holiday
types are used to categorize holidays into different groups and allow dif-
ferent weekly schedules intervals to be active on those groups. For
example, you may define a Holiday Type 1 as a mandatory company hol-
iday and a Holiday Type 2 as an optional company holiday. By combining
the holiday types with the weekly schedule intervals, you can auto-
matically deactivate all access groups on any holiday that is type 1 and
selectively enable certain cardholder access on any holiday that is a type
2.

Click in the Enabled tick-box to activate the holiday.

If desired, you can set the holiday to be a Special Event. This selection
means it will not affect other schedules using the same holiday type. For
example; If you set the holiday as a Special Event and set it to Type 1 it
will not have any effect on time schedules that have Type 1 holidays
enabled or disabled. The Special Event option is not supported by PXL
and NXT hardware.
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SYSTEM

iadter Halidmyd 1 p X

wEneral

i us insependence ey LR
Deiderigtion Spedal Fvend option is NOT supported for

PEL and NXT hurdwaic.
US Iegleperdence Dy

o Specisd Bvent Haliday Tyoe
| Eratied Tipe 1 e Show AN Holidey Dates
July 3013 Aggust 1011 Sepfember 201F Ocinbaer J01)
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The Masber Holidays in this meena soply only T controllers with the Uise Master Settings enabled

6. Clickin the Show All Holiday Dates tick-box to have all existing holidays highlighted
in bold text on the calendar.

Setting a Holiday Date Range

A Holiday Date Range is a set of continuous dates treated as one holiday. For example,
you can define December 24 and 25 as Christmas holiday.

To set a holiday date range, follow the instructions per the Creating a New Holiday sec-
tion above, but in Step 4 click on the start date and drag the cursor to the end date. The
selected range will be highlighted. Complete the steps as listed and the holiday date
range will be saved.

Mgt Hikelnys®

Geresl

FIETET N -
UL, Independence Doy Descrption
Chithman Holday
Holiday Type
¥ el Tree1 Show Al Holday Dates
: Juky 2000 gt 2010 Septesber 210+
Su Mo Tu'We Th Fr Sa Su Mo Tu 'We Th Fi S5a Su Mo Tu'We Th Fr Sa
V23 123456 7 Vo2 o3 4
4 5 6 7 &8 30 g 9 001 1213 M4 5 T8 3N
11 12 13 1415 16 17 5 16 17 18 19 WA 12 |J 1415 16 17 18
WHUAARAN RBUSENR BVAARDNDS
=xyAZDN 2D ]
Dclobes 2010 Noverber 2010 MMD
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fi S8 Su Mo Tu We Th Fr Sa
12 1 2 3 4 5 8 1 2 3 4
ER | 5 T 3 T8 3 mwWmn oz 5 B 7T 8 3N
WIS 6 15 6 7 18 13 A 12 13 14 15 16 17 18
TweBAN2A EXEEE R
AUBEBTBBN BAD EvABRDA
n

The Mantes Holidays in this menu apply only b conbiolless with the Lise Manter Sefings enabled
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Downloading Holidays to Controllers

Holidays can be immediately downloaded to controllers if desired.

1. Under the Downloads icon group, use the Controllers pull-down menu to select
either all controllers or a specific controller to which the Holidays should be down-
loaded.

2. To download all Holidays, click the Download All icon.

3. To download one Holiday, select that Holiday from the list of schedules and click
the Download Selected icon.

Removing Holidays

Removing a Holiday is simply a matter of selecting the desired item and clicking the
Remove icon from the Holidays icon group.

Editing Holidays

Editing a Holiday is simply a matter of selecting the desired item, changing the appro-
priate values in the calendar and properties box, and then saving the changes.

Please keep in mind that changing a Holiday name if that interval has been assigned to
Access Groups will have a drastic effect on the system.

Holiday Limitations

Depending on the hardware type you are using (or if you are using multiple hardware
types) there are limitations related to the maximum amount of holidays that can be
used. These limitations are as follows:

Holiday Schedule Limitations

Mercury Powered  Standard ASSA ASSA .
Gateway Type PXL NXT . . Allegion
NXT Mercury  Aperio  WiFi/POE
Holiday Schedules 3 8 8 8 8 1 8
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Mercury Powered Standard ASSA X
Gateway Type PXL NXT : . Allegion
Mercury  Aperio  WiFi/POE
Holidays per Schedule 32 32 255 (a) 255 (a) 255 (a)
Intervals per Holiday 4 8 8 8

(a) Total number that can be applied across all Holiday Schedules.
(b) Holiday schedules are treated the same as time schedules. Applying a holiday sched-

ule will subtract one time schedule.

Note: When using multiple concurrent hardware platforms the software will limit the

number of holiday schedules to the lowest value of the gateways used.

Enabling Holidays in Time Schedules

By default, when you setup a Time Schedule Interval all holiday types are set to No.
Therefore if you want a Time Interval to be active on a Holiday Date you have to enable

the holiday type within the interval settings.

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

= Actiwve On Holiday
Holiday Type 1
Holiday Type 2
Holiday Type 3
Holiday Type 4
Holiday Type 5
Holiday Type &
Holiday Type 7

|HEEEE

Mo
Mo
Mo

Mo
Mo
Mo

L I¥]

fes
es
Yes
fes
s

] No
[] No

Determine what type your holiday is set to (Type, 1, 2,3,4, etc).
Got to Home >> Time Schedules.

Double-Click a Time Schedule you wish to enable the holiday on.
Highlight the associated Time Interval.
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o In the interval properties on the right, scroll down until you find the 'Active on Hol-
iday' setting.
o If the holiday is type one set Holiday Type 1 to Yes.

= Active On Holiday
iE!
Holiday Type 2 L}
Holiday Type 3 Mo
Holiday Type 4 Mo
Holiday Type & Mo
Holiday Type & Mo
Holiday Type 7 Mo

« Click save ¥ to commit the change.

Special Event Holiday Type

The Holidays can be setup as 'Special Event' holiday types. These holidays do not affect
other schedules. For example a Type 1 holiday set to being a special event will not have
any effect on any other time schedules. The schedules will not be overridden as they
would be with other holiday types.

%% 9 a "

Add Eemowve Uownload Download
&l Selected
Holidays Downloads

Alerts (0}  Live Events Cardholders Access Groups | Master Holidays*

GeEnera
Bl Boxing Day Propérties
™ Christmas Day | s f " i
— Special events do not desctivate other schadules, they only activate infendals that match this haliday entry.
“1 Christmas Eve
“f1 Easter Sunday | Spacial Evert Holiday Type
CIETETT N ©, ... S .
T US Independence Day il Show All Holiday Dates
] April 2014 May 2014 June 2014
Mg Tu We Th Fr 53 Su kg Tu We Th Fr S3 Su Mg Ty We Th Fr Sa Sy Mo Ty
1 3] 4+ 5 8 1 0z 3 4 1 1
T8 % 10 11 12 13 5 6 7T 8 % 1011 £ 3 4 5 & 7 8 T B
14 15 16 17 18 19030 12 13 14 15 16 17 18 9 10 11 12 13 14 15 1a 15
2 2 23 24 25 B 17 19 20 X 22 23 24 15 16 17 18 19 20 21 22 A 22
X ¥ 30 26 2T ¥ 29 30 1N 23 24 25 X 27 28 29 8 29
0

Note: The Special Event holiday type option check box will only display if NXT Mercury

-82 -



/KEFh

SYSTE MSs Doors.NET

Powered or Mercury hardware is enabled on the license. This option is NOT supported
on standard NXT or PXL controller types. When you check the option a bold message
appears notifying you of this.

Special Event option is NOT supported for PXL
and NXT hardware.

Operate Doors

Doors.NET allows you to unlock or lock the doors directly and immediately from the soft-
ware. As well as unlock and lock you can also perform a temporary unlock (which will
unlock the door for the same amount of time as a valid card read), or the doors can be
put into lockout or lockdown (where cards will be prevented from gaining access).

Doors can be controlled from the door status grid, via a right-click on the hardware tree

or from the hardware select ribbon bar.

Ii Doors ¢ Inputs ' Outputs F Panels w4 Cameras EAII
i, Cameras

Facilities
= B M5C Gateway
+-{>] Communication Channels
= LF Mew Caontraller 1
=l Bus 1
+}- Inputs
+}- Outputs

+- Bus 2 .:-". Temp Unlock

¥ Bus 3 Mode k3 Lock

+ Bus 4 L\\s
Masking » | o8 Unlock

Request Status ‘® Lockout

History fd | Lockdown

T <o

Properties...

-83-



¥/ KERI

SYSTEMS

Lock and Unlock Doors

Introduction

Any doors on the system can be manually locked and unlocked from the software via
one of three locations: On the hardware tree (via a right-click), the doors status grid (via
a right click), or selecting the reader and then clicking the appropriate icon located on
the ribbon bar.

Note: If a door is assigned an auto-unlock schedule and is manually locked it will unlocks
again as per the next schedule activate/de-activation time. Therefore is you do not wish
for the door to go back to following the schedule you should 'Suspend' or 'Restore' the
schedule.

Lock and Unlock from the Hardware Tree

Go to the hardware tree (Setup >> Hardware Setup >> All).

Double-click on a controller to expand the controller's connected readers.
Right-click on the reader you wish to lock/unlock.

Select Mode >> Lock or Unlock.

s wnN PR

[,i Doors ¢ Inputs ' Outputs PF‘anEIS mf, Cameras E;—‘-.II

i, Cameras
Facilities
= B M5C Gateway
+-{2; Communication Channels
= iﬂ Mew Caontraller 1
= Bus 1

+}- Inputs
+}- Outputs
+ Bus 2 -8 | Temp Unlock
+ Bus3 Mode v O Lock
+- Bus 4 I,}
Masking v | of' | Unlock
© Request Status ‘& | Lockout
2" | History fd | Lockdown
E-j Properties...
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5. The door willimmediately lock or unlock and will remain in the new state.

Lock and Unlock From the Doors Tab

1. Go to Setup >>Hardware Setup >> Doors.
2. Highlight a door or use the SHIFT key on the keyboard to highlight multiple doors.
3. Select Mode >> Lock or Unlock.

Controller Panel Description | Description Mode Door Statu Forced Open Held Open Detai

Mew Controller.. Repder 1 Fronk Gate Lock MA MA M

MNew Controlle... Reader 2 Main Gale Lock e A HA
L - 2 Temp Unlock

Mew Controller.. Repder 3 Car Park Entry Lack -1 1T

New Controller.. Reader 4 CarPark Exit  Lock Made b9 Lock

New Controller.. Reader 1 Office 1 Unknown Masking b -0 Unleck

Hew Controller.. Reader 2 Office 2 Urkrown | ) Reguest Status % Lockout

New Controller.. Reader 3 Server Room Uniknown 2" History fg Lockd nw_n

New Controller.. Reader 4 Eitchen Area Unknown K Fa

L-J I:'rcp:r'.lc-s, - 1

New Controller.. Reader 1 Stock Room Unknown L — - MA

Hew Controller... Reader 2 Manufacturing ..  Unknown HA HA M

Hew Controller.. Reader 3 Training Room Unknown A Ha M

New Controller.. Reader 4 Store Room Unknaowmn A e [

Lock or Unlock from Live Events

4. The door(s) willimmediately lock or unlock and will remain in the new state.

From within the Doors.NET software go to Home >> Live Events to open the live
events grid.
Wait for, or generate a reader-related event to appear, such as 'Access Denied -
Not in Live'".
Right-click the door in the live events grid.

Select

From Live Events
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If a reader related event appears in live events, such as door forced or access denied, the
system operator can perform a temp unlock on that door. An example might be if the
operator has visually verified the identity of someone who has perhaps lost their card or
who has accidentally been assigned incorrect access rights.

o Right-click on the reader related event.
o Select the Temp Unlock option.

3y that column.

Detail

Location Message

& @

Mew Cantroller 1 Controller Configuration Saved..
Warehouse Access Denied - Not In File
Warehouse Reader Tamper Offline

Temp Unlock

-
- Tﬁp Unlock
Mode

Masking

Controller Cardmui
Bl =
miplete Mew Cantrolle...
ode -1 Mew Controll... 628
Mew Contralle...

The Temp Unlock feature allows you to unlock a door or multiple doors from the client

workstation.

Temp Unlock can be performed via one of the following methods:

From the Hardware Tree

o Go tothe hardware tree (Setup >> Hardware Setup >> All).

o Highlight a reader from the hardware tree.

e Click the Temp Unlock icon from the Selected Hardware ribbon bar.

i % i 8 i 8 Default Time -
Suspend Restore | Temp

Unlock
Timed
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o This will temporarily unlock the door for the strike time that is set for the reader.

=" Strike Control

Strike Mode metztictivate Wheg Door Closes
Strike Timing - Maodmum 006 00m 07s
Strike Timing - ADA/DDA | 00h 00m 00s

e

e You can however perform a Temp Unlock for a duration greater than the default
unlock time. For example if a delivery is being made, if a large group of people are
entering perhaps for some kind of special event.

e From the drop-down list to the right of the Temp Unlock icon select one of the avail-
able options. Then click the Temp Unlock icon again.

NOTE: the available temporary unlock times vary depending on which hardware
type you are using.

e You can also right-click the reader in the hardware tree (but this will always be for
the unlock/strike time).

+- Bus 2
+- Bus 3
+- Bus 4
=B MsC
+ _ Communication Channels
- pasc -1
- Bus 1
+-Inputs
- Outputs
ont Doo
= Bus 2 -8 TempUnIDckL}
- Inputs Mode 3
- Outputs
Recepti Masking 3
+- Bus 3
- Bus 4 @ Request Status
i, Cameras 3| History
Facilities hj Properties...
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From the Doors Tab

Doors.NET

o Go to Setup >> Hardware Setup >> Doors.

o Highlight a door or use the SHIFT key on the keyboard to highlight multiple doors.

e Click the Temp Unlock icon in the ribbon bar or use the right-click and Temp Unlock
option to unlock the doors for the door's unlock/strike time.

e Or you the time selection drop-down list to unlock or the doors for a greater period

of time.

Doors

Irac
Drag

] a column header here to group by that column.,

Gatsr;a‘_-,' Cantroller Panel Description | Description Mode Door Status
i g B Bl @ & B
b i San Jose Head... MXT2D0 Onboard DDM Front Door-IN - = S=——n
eanlose Headd.. | NXT 2D 0 o e e oy | B TempUnlogk
Sanlose Headq.. : MXT4D 1 Onboard DOM Parking Lot Mode Foun
Sanlose Headq.. NXT4D 1 Onboard DDM IT Room Masking y P0
Sanlose Headq.. : NXT4D 1 Onboard DDM Shipping Dock iy
Sanlose Headq.. NXT4D 1 Onboard DDM Warehouse @ ERoEiELS ]
Sanlose Headq.. MXT4D 2 Cnboard DOM Executive Offices Eﬁ History ]
Sanlose Headq.. NXT4D 2 Onboard DDM Executive Confe... hﬂ Properties... ]
Sanlose Headq... : NXT 4D 2 Onboard DDM Accounting Area T (9] 4144 0s] 0]
Sanlose Headq.. NXT4D 2 Onboard DDM Manufacturing ... NA Unknown
Sanlose Headq... : NXT 4D 3 Onboard DDM Side Door East MA, Unknown
Sanlose Headq.. NXT4D 3 Onboard DDM Side Door West A Unknown
Sanlose Headq... : NXT 4D 3 Onboard DDM lanitorial Closet = NA Unknown

From Live Events

If a reader related event appears in live events, such as door forced or access denied, the
system operator can perform a temp unlock on that door. An example might be if the
operator has visually verified the identity of someone who has perhaps lost their card or

who has accidentally been assigned incorrect access rights.

o Right-click on the reader related event.
o Select the Temp Unlock option.
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3y that column.

Location Message Detail Controller Cardnu
L A -8 Tel%pLInI-::-ck Bl =
Mew Contraller 1 Controller Configuration Saved.. Mod mplete Mew Controlle..

ode r
Warehouse Access Denied - Mot In File fode : -1 Mew Controll... 628
Warehouse Reader Tamper Offline Masking » Mew Controlle...

Lockout - Software

e
[/

Lockout

The Lockout feature can be set from the software or from the hardware (from an input
designated as a Global Lock input).

What is Lockout?

Lockout (or sometimes referred to as Emergency Lockout) is used to instantly lockout all
doors or certain doors within a facility. The Lockout setting prevents access using
card/credentials but still allows exit using push buttons or Request To Exit Switches. Any
doors with are automatically unlocked will also automatically be locked.

To provide added flexibility, the system can be configured to exclude certain doors from
participation, and selected credentials can be designated to override the lockout con-
dition, such as those cards held by law enforcement personnel.

Setting Lockout from the Software

There are several options available to trigger the Lockout setting for a door or selection
of doors, any or all of which can be utilized.

From the Hardware Tree
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Right-click on a reader and select Mode.

Alerts () | Hardware Setup
[i Doors & Inputs 'y Outputs :_ Panels ™4 Cameras E All

Go to Setup >> Hardware Setup >> All to locate the hardware tree.
Expand a controller to see the readers connected to it.

Choose Lockout from the list of available reader modes.

= [- eyl #1
=l R_Eaders
e Lobby for Offices
- Reception -8 Temp Unlock
- Inputs Mode BT Lock
[+ Qutputs .
[+ [F PxL £2 @ Reguest Status 4| Unlock
o[ L3 g"| History & Lockout
= - pxL £ =
- ki FProperties... fd Lockdown
= Readers

- Meeting Room 1
Dining Area

From the Doors Status Grid

o Go to Setup >> Hardware Setup >> Doors to display the doors status grid.

o Right-click one of the doors listed in the grid.
o Go to Mode then Lockout.
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Alerts (0 | Hardware Setup
Ii Doars | & Inputs ‘' Outputs P Panels ™ Cameras E All
Drag a column header here to group by that column.
Gateway Cantroller Panel Description | Description Detail IF Address Securi
Al | |l Bl Al il Bl
Sanlose Headq... : NXT 4D 1 Onboard DDM Shipping Dock Mone
3 San Jose Head... NXT4D1 Onboard DDM Warehouse Mone
= : -8 Temp Unlock
Sanlose Headq... : NXT 4D 2 Onboard DDM Executive Offices : Mone
SanJose Headg.. MXT4D2 COnboard DDM Executive Confere Mode bl G| Lock '
Sanlose Headq... : NXT 4D 2 Onboard DDM Accounting Area Masking , n Unlack s
Sanlose Headq.. MNXT4D 2 Onboard DDM Manufacturing Flo :
: © FRequest Status '® Lockout
Sanlose Headq... | MXT 4D 3 Onboard DDA Side Door East 1
3 : . Lockd
Sanlose Headg.. NXT 40 3 Onboard DDM  Side Door West | & Histery fd Lockdown
Sanlaose Headq... | NXT 40 3 Onboard DDM lanitarial Closet u Properties... Mone

Note: You can select multiple readers from the doors status grid, thereby allowing you to
set multiple doors to the Lockdown mode. This is done using the SHIFT or CTRL keys on

the keyboard.

i {i Doors| & Inputs 'y Outputs PPanels md, Cameras EAII

‘ Drag a column header here to group by that column.

. Gateway Cantroller Panel Description | Description Detail
B & Bl Bl Bl Bl
E Sanlose Headq... | NXT 4D 1 Onboard DDM Shipping Dock

i Sanlose Headq... : NXT 4D 1 Onboard DDM Warehouse

i_ b :San Jose Head... NXT4D 2 Onboard DDM Executive Offices "

' 5an Jose Head... MNXT4D 2 Onboard DDM Executive Conference... LE
i San Jose Head... | NXT 4D 2 Onboard DDM Accounting Area

' San Jose Head... NXT 4D 2 Onboard DDM Manufacturing Floor

i San Jose Head... NXT4D 3 Onboard DDM Side Door East

' San lose Head... NXT4D 3 Onboard DDM Side Door West

i San Jose Head... NXT4D 3 Onboard DDM Janitorial Closet

! San lose Head... NXT4D 3 Onboard DDM Sales Area

' Ran lnse Head... NXT 4N 4 Onhoard DKM Ruildinn 2 Front Nonr

From the Hardware Ribbon
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Whenever you highlight a reader in the hardware tree or the doors status grid you will
see various icons highlighted in the hardware selection ribbon bar (at the top of the
screen). They are divided into three distinct categories; Mode, Timed and Masking. You
will see the Lockout icon within the Mode section. Click the Lockout icon while a reader is
highlighted and that reader will go into Lockout mode.

— —
Tools Wiew Selected Hardware
3 @ 8 (o 88
Lock Unlock Card Lockout | Lockdown Su

And PIN

Mode

Global Lockout from the Software

You can setup Global Lockout to be activated and deactivated from the software. This
feature is normally used when you want all doors in the system to go into the Lockout
state, or most of the doors (you can configure certain doors to not respond to Global
Lock/Lockout/Lockdown commands. When Global Lock is setup for use with the soft-
ware you will see additional icons appear in the Situation Manager ribbon located via the
Home tab.

Q@Ee

Mormal | Global | Global
Lock ., Unlock

Situation Manager

Click here for information about how to set the System Global Lockout (Situation Man-
ager Software Configuration) and other related parameters.
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Lockdown

The Lockdown feature can be set from the software or from the hardware (from an
input designated as a Global Lock input).

What is Lockdown

What is Lockdown?

Lockdown (or sometimes referred to as Emergency Lockdown) is used to instantly lock-
down all doors or certain doors within a facility. The Lockdown setting, when applied
instantly locks all open doors, cards no longer can gain access and egress is not allowed
except where a mechanical exit device such as a crash bar exists.

To provide added flexibility, the system can be configured to exclude certain doors from
participation, and selected credentials can be designated to override the lockdown con-
dition, such as those cards held by law enforcement personnel.

Setting Lockdown from the Software

There are several options available to trigger the Lockdown setting for a door or selec-
tion of doors, any or all of which can be utilized.

From the Hardware Tree

Go to Setup >> Hardware Setup >> All to locate the hardware tree.
Expand a controller to see the readers connected to it.

Right-click on a reader and select Mode.

Choose Lockdown from the list of available reader modes.
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Alerts (0 | Hardware Setup
[i Doars & Inputs % Outputs , Panels ' Cameras g All
- London Office
Il'r\__: Communication Channels
: - Reception 5. Temp Unlock
B Mode b G Lock
Er'. Qutputs
- - e 2 © Request Status A" Unlock
. pxL 3 g7 | History % Lockout
. el £4 po
: : Lockdown
o oW pxL =3 El Properties.. fa Dﬁ
— Ti— ... =
From the Doors Status Grid
e Go to Setup >> Hardware Setup >> Doors to display the doors status grid.
o Right-click one of the doors listed in the grid.
o Go to Mode then Lockdown.
Alerts (0} | Hardware Setup
: s ¢ Inputs 5 Outputs ™ Panels ', Cameras M Al
Drag a column header here to group by that column.
Gat’ewa}' Controller Panel Description | Description Dretail IP Address Security
o i i B m i i
Sanlose Headq.. : NXT 4D 1 Onboard DDM Shipping Dock Mane
3 San lose Head... NXTA4AD 1 Onboard DDM Warehouse Mone
3 g ,5 Temp Unlock
Sanlose Headq.. : NXT 40 2 Onboard DDM Executive Offices a : Mone
Sanlose Headg.. MXT 4D 2 Onboard DOM Executive Confere Mede bl G | Lock
Sanlose Headq.. : NXT 40 2 Onboard DDM Accounting Area 0 Request Status 2 n Wnlcck
Sanlose Headq... MNXT 4D 2 Onboard DDM Manufacturing Flg _
5 L @* | History & Lockout
Sanlose Headq.. : NXT 40 3 Onboard DDM Side Door East —_
Sanlose Headq... MXT 40 3 Onboard DOM Side Door West | kd  Properties.. ‘o L“kd"w”_
Sanlose Headq.. NXT 4D 3 Onboard DDM Janitarial Closet : Mane

From the Hardware Ribbon
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Whenever you highlight a reader in the hardware tree or the doors status grid you will
see various icons highlighted in the hardware selection ribbon bar (at the top of the
screen). They are divided into three distinct categories; Mode, Timed and Masking. You
will see the Lockdown icon within the Mode section. Click the Lockdown icon while a
reader is highlighted and that reader will go into Lockout mode.

— —
Tools Wiew Selected Hardware
9 B D &
Lock Unlock Card Lockout | Lockdown Su
And PIN
Mode

Note: You can select multiple readers from the doors status grid, thereby allowing you to
set multiple doors to the Lockdown mode. This is done using the SHIFT or CTRL keys on

the keyboard.

[i Doors | & Inputs e Outputs _ Panels ™, Cameras E All
Drag a column header here to group by that column,
Gateway Cantroller Panel Description | Description Dretail
i & i l B
Sanlose Headq.. | NXT4D 1 Onboard DDM Shipping Dock
Sanlose Headq... NXT4D 1 Onboard DDM Warehouse
b i 5an Jose Head... NXT4D 2 Onboard DDM Executive Offices " -
San lose Head... NXT4D 2 Onboard DDM Executive Conference... L@
San lose Head... NXT 4D 2 Onboard DDM Accounting Area
San Jose Head... | NXT 4D 2 Onboard DDM Manufacturing Floor
S5an Jose Head... MNXT4D 3 Onboard DDM Side Door East
San Jose Head... NXT4D 3 Onboard DDM Side Door West
S5an Jose Head... MNXT4D 3 Onboard DDM Janitorial Closet
San Jose Head... NXT4D 3 Onboard DDM Sales Area
San lose Head...  NXT 4N 4 Onhoard DM RBuildinn 2 Front Nonr

Global Lockdown from the Software

You can setup Global Lockdown to be activated and deactivated from the software. This
feature is normally used when you want all doors in the system to go into the Lockdown
state, or most of the doors - (you can configure certain doors to not respond to Global
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Lock/Lockout/Lockdown commands. When Global Lock is setup for use with the soft-
ware you will see additional icons appear in the Situation Manager ribbon located via the
Home tab.

Q@ e

Mormal | Glokal | Global
Lock ., Unlock

Situaticn Manager

Click here for information about how to set the System Global Lockdown (Situation Man-
ager Software Configuration) and other related parameters.

Setup Doors

The Setup Doors process allows you to configure door operating parameters, view event
history, audit changes, view current status, manually lock/unlock, configure reader type
(as applicable), and mask/unmask certain door event types.

Under the Hardware Setup tab, Click the Doors tab. The Selected Hardware tab is loaded
on the ribbon.
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Home Zehap Reporis Tooks iewr Selected Hardware

Alarssctios = ) &: ,"é _Qwume = [ ek Foree
J Sf L

Timed

Do | Ma

Lat Freques

Seliateway Wardkouse Con. KT 40
it seway waehouzse Con_ MAT 4D
el atewy Wasbouse Con. W<T 4D

Siocksom Keyp.. None
Shippng and A Mone:
Wiorkshop Fead. Mone

witor Poirgs | Control Ponts | Status | Audt
b Complsted (@ 475725010 231:34 PH [0 secondsiDHS Regoebessages

Mene Dioos Chass
Hone Secunity Level

Mong

Stk Tivireg - M warmum
= REX 1 Propenties

e by Mk

D Mok Putve Do Stike
= Mastes/Skave (InA0ut)

Fisader Funchion
= Dptions

= -

Sie: Uzer: admin OVA UM Tueday, A 6. 2N0

Display Door Information by Column

Fiort Dhooe Flaads

Miwsy
Hone
Hore
Koo KT 3R

The left pane of the grid lists all recognized Doors in alphabetical order, prioritized by
column. Drag column headers above the header field to filter and display information
per your specific needs and priorities. Select a door listed in the left pane and all its con-
figuration parameters are displayed in the right pane.

Information displayed in sortable columns:

Gateway - the gateway type/name for the controller to which the door is con-

nected

Controller - the name assigned to the controller
Panel Description - the type of controller panel (by manufacturer and physical char-

acteristics)

Description - the names assigned to the individual doors on that controller
Security Level - the level of security needed for that door: Low, Medium, High
Door Type - the physical type of door: i.e., interior, exterior, gate, turnstile, etc.
Door Class - the classification assigned to the door, typically a department name or

area
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o Manufacturer Model - the manufacturer and model type of the reader controlling
that door

o Auto Unlock Schedule - Allows you to select a schedule to automatically unlock and
re-lock the door at specified times.

o First Person In - Where available, this option allows you to set a 'look up' time for
access granted prior to the unlock time. For example; if the FPI settings is 15
minutes then the door will not automatically unlock unless an access granted event
has occurred at that reader within 15 minutes of the automatic unlock time. This
ensures someone is in the building when the door unlocks.

Review/Edit Door Configuration Parameters

The right pane of the grid lists all information and configuration parameters for the door
selected in the left pane. If an item in the grid is grayed-out it is not changeable.

General

o Description - enter a descriptive name for this door (128 characters max)

o Enabled - enable or disable this door

o Door Type - group this door by its physical type: interior, exterior, gate, turnstile,
etc.

o Door Class - assign this door a classification, typically a department name or phys-
ical area

o Security Level - assign this door a security level (Low, Medium, High) based on the
kind of security needed at that door; typically an exterior access door may have a
higher security level than an interior door separating an office area from a man-
ufacturing area

o Manufacturer Model - identify the manufacturer and model type of that reader;
certain reader types have special features that are enabled when that reader type is
identified in the grid

o Serial Number - enter a reader serial number if desired

o Dual Verification Schedule - set a schedule during which dual verification is
required

o Second Credential Timeout - set a timeout value for dual verification such that the
second credential must be presented within that timeout period

e Auto Unlock Schedule - set an Auto Unlock time schedule for the reader; a time
schedule that defines when that door should be automatically unlocked and then
relocked
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o First Person In - set an offset period of time to allow an early arriving credential
holder to gain access through a door that is on an Auto Unlock schedule

Door Contact

« Enable Door Contact - enable/disable monitoring of the door's contact switch

o Held Open - set the amount of time a door can be held open before a held open
event is generated

o Door Forced Alarm - Where this option is available it allows you to select an avail-
able control point that will activate when the door is forced open.

o Door Held Alarm - Where this option is available it allows you to select an available
control point that will activate when the door is held open.

e Alarm Shunt - Where available this option allows you to select a control point that
will activate following a valid card read.

o Alarm Shunt Delay - This setting delays the activation of the alarm shunt and fol-
lows the door held-open event.

o Beeper Control - When using MSC controller, by default there is no beep when the
door is forced or held open. Once you have enabled Beeper control you can select
for the reader beeper to sound when the door is forced, held or both.

Farie] FAOuness:

Physical ||'||:|_rt Poirt

Door Forced Or Held
MNone
Defauh On-Line Mode Dioor Forced
Default LED Mode Dioor Held
= Strike Control
Strike Mode
Strike Timing - Minimum 1

Strike Timing - Maodmum
Cteilem Tirmima MFLA n

Strike Control

o Strike Mode - set the behavior of the strike relay with regards to the type of door
strike installed

o Strike Timing, Maximum - set the amount of time a door strike is active - 0 to 255
seconds

o Strike Timing, ADA/DDA - set the amount of time a door strike is active for ADA and
DDA standards - 0 to 255 seconds added to the Maximum Strike Timing
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o Operating Mode - set the REX operating mode: momentary or continuous
o Do Not Pulse Door Strike - mask the door contact switch and do not energize the
door strike; typically applied when an exit door has a crash-bar

Master/Slave (In/Out)

e Reader Function - set if this reader is a solo reader or if it is a master/slave reader
used in an In/Out door application

o Paired Reader - set if this reader is the paired reader used in an In/Out door applic-
ation

Options

o Enrollment Reader - configure this reader to be an enrollment reader; card present-
ations that generate an "Access Denied - Not In File" error message will cause the
presented card number to be entered into the cardholder menu

Monitoring

o Use This Filter - select a custom filter which controls which events are displayed,
acknowledged, or recorded (in the case of video applications)

o Global Trigger - select an event trigger that will be tested when this reader creates
an event - if the event matches the trigger, the trigger will activate.

Selected Hardware Door Operations

The Selected Hardware tab displays four operation groups with manual operation com-
mands that can be applied to selected doors in the grid.

NOTE: As is typical with Windows based programs, you can select multiple, random
doors or consecutive sets of doors using the standard Windows Ctrl-Click and Shift-Click
commands.
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Horme Setup Reports Tools Wigw Selected Hardware
27 Histary Al Transactions =~ = . _%f] g = =l i .[:q Default Time v [l MaskForced @
: y 3 oo @ ) @1 Unmask Forced
Lock  Unlock  Card  Lockook Temp _ .
@ Request Skatus And PIM nlock ki Mask Held o
Selected Ikems MMode Timned Masking

Selected Items

o History - list an event history for selected doors; the pull-down menu beside the His-
tory option allows you to select a specific event on which to display door history

o Audit - list the changes made to and operations performed on selected doors

o Request Status - returns operational status for the door and the controller to which
it is connected; the status is displayed in the Quick-Open Status tab at the bottom
of the program window

Mode

e Lock - locks the selected door

e Unlock - unlocks the selected door

e Card And PIN - sets a combination key-pad/card reader device to requiring both
card presentation and PIN entry, if not enabled then Card Only operation applies

o Lockout - locks the selected door and disallows valid access requests

Timed

o Temp Unlock - unlocks the selected door for a period of time, then re-locks the
door; select the unlock time from the pull-down menu
NOTE: Different unlock times will be available depending on the hardware type
being used.

Masking

e Mask/Unmask Forced - mask/unmask door forced events from being posted to the

event buffer
e Mask/Unmask Held - mask/unmask door held open events from being posted to

the event buffer
e Mask/Unmask Both - mask/unmask both door forced and door held open events

from being posted to the event buffer
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NOTE: A quick way to apply manual door operations is to select your doors in the grid
and click the right-button on your mouse. A context menu with pull-down options
appears allowing you to quickly and easily perform these operations.

Adjust Strike Time

By default, the doors are set to a strike time of 7 seconds. This is how long the lock relay
will activate when the door is unlocked (i.e via a valid card read, request-to-exit button
or from a temp unlock from the software).

There are various applications, such as turnstiles which require the strike timing to be
altered. Often turnstiles use a strike time of 1 second - so as to support a high through-

put of cardholders.

Perform the following steps to adjust the strike time:

1. Goto Setup >> Hardware Setup >> All.

Home Setup Reports Tools Wiew Hardware Browser
) Iy :;3 a #‘ '
}!!rfffiigé W lff ﬂ |
Hardware Synchronize — Advanced Filters Device Routes Operators
Setup Clocks Lecal Linkage Types

Ha Event Monitoring Permis

Alerts (00 | Hardware Setup | Scan Metwork

Ii Doars ¢ Inputs 'y Outputs F Panels =, Camera E,’E‘-”
= B M5C Gateway b
+-{3; Communication Channels
== rasc

=l Fars 1

2. Double-click the controller which has the reader you wish to edit.
3. Inthe reader properties, locate the Strike Control setting.
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Default On-Line Mode Lock
= Strike Control
Strike Mode Defctivate When Door Closes
Strike Timing - Maxdmum 7 )
- REX 1 Properties (s
Operating Mode Momentany
=1 M

4. Adjust the Strike Time - Maximum value.
5. Save the reader settings.

i :‘El|w’|ﬂ H@|Fi|ter: =]
= General by
Description Save Main Gate
Enabled - Yes
Door Type Mone
Door Class Mone
Serirte | puwel Mrne

6. The change will be sent out to the network automatically.

AUL Schedules

Auto Unlock Time Schedules are used to automatically open and then close doors at cer-
tain times of day (they are assigned to doors as Auto Unlock Schedules).

An auto unlock schedule may have one interval consisting of a single start (open) time
and a single end (close) time. This might be a front door for customers to gain entrance
to the premises during normal working hours. The AUL schedule would automatically
open the door at the beginning of the day and close it at the end of the day.

An Auto Unlock/Lock (AUL) schedule may however, have multiple intervals which will pro-
gram a door to automatically unlock and lock at several different times during the day.
An example might be perimeter doors at a school where the doors are configured to
open and close in the morning, at break times, lunchtime and to remain closed at the
end of the working day and throughout the weekend.

The AUL Time Schedule may be Suspended for a time and then Restored by an operator-
this will allow the door to be manually commanded from the software without any inter-
ference of the AUL schedule.
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Auto Unlock Schedule Setup

1. To create a new AUL Schedule, click on Home >> Time Schedules.

(@

Home Setup Reports Ton

P & 0 M

Cardhclders  Access Time % Holidays
Groups | Schedules

User Manager

2. Click the Add icon to add a new Time Schedule.

QR

Add | Remove Copy

[

Time Schedules

3. Anew time schedule will appear in the schedules list along with a default, inactive
time interval.

General | Contact Schedules

) Always Active
C1-32) Mon-Fri

5| @ Mon-5un

: @ Mever Active
1) New Schedule 5
S+ Mot Active
1-{3*) Nightshift

4. Highlight the default name of the new schedule (New Schedule X) - The schedule
properties will appear on the right.
5. In the description field re-name the schedule (then save) .
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Description Main Frort Gate
G
Enabled Yes

Schedule Mode Scan/Time Intervals

6. Highlight the default interval, this will be the first AUL interval.

7. Set the Start Time to determine when you first want the door to automatically
unlock.

8. Set the End Time to determine when you first want the door to automatically lock.

9. Select the days of the week you wish for this interval to be applied (then save).

=% | | s | Filter:
= General -
Start Time 07h 20m b
End Time {5h 00m
- Day Of Week |
Select M-F %‘ﬁes =
Monday fes
Tuesday Yes
Wednesday fes R
Thursday fes
Friday Yeg
Saturday ] Na
Sunday ] N
I Active On Holiday —_— L
Select M-F
Selects or deselects Monday through Friday.

10. Highlight the new schedule name and click the Add Time Interval icon again to add
a second interval.
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] -._)i

Home Setup

@ Q@

Remove Copy Add

Time Schedules Time Intervals

Reports

Remove

Tools

Wiew

a

Download

All

General | Contact Schedules

Alerts () | Time Schedules

----- () Always Active

|. ] @ Main Front Gate

_._l @ Mon-Fri
E '@ Mon-5un

@ Mever Active
—

“i3 MTWTH,F (07:30 - 09:00)

11. The second interval could be the lunchtime interval. Again, define a start and end
time and select the days of the week you wish the interval to be active on.

| x | Filter:
Start Time 12h 00m I
End Time 13h 30m
= Day Of Week

Select M-F Yes =
Manday Yes

Tuesday Yes

Wednesday fes A
Thursday fes

Friday Yes

Saturday ] Mo

Sunday ] No

12. Repeat the process for any additional intervals you wish to apply to the time sched-

ule.
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Aleris (0) | Time Schedules
General | Contact Schedules

Always Active

'_'8 Main Front Gate

/ -{_::r M, TW,TH,F (07:30 - 09000
; t:ﬁ'r M, TW,TH,F (12:00 - 13:30)
/ -L::r M, TW.TH,F (15:30 - 16300

(0 11, T W TH,F (18:00 - 20:00)

C @ Mon-Sun
@ Mever Active
() Nightshift

13. When you create a schedule you will notice that the 'Activate on Holiday' settings
are all set to No. This means if there are any holidays defined on the system the
interval will not activate. If you DO wish the interval(s) to activate on certain holiday

dates then ensure the associated holiday type is set to yes.

For Holidays that are Type 1, this interval remains active.

Wednesday Yes i

Thursday fes |

Friday fes

Saturday ] Mo

Sunday ] Mo =
= Active On Holiday

Holiday Type 2 ﬁ

Holiday Type 3 Mo

Holiday Type 4 No i

Holiday Type 5 No !

Holiday Type & Mo =

Holiday Type 7 Mo -
Holiday Type 1

Click here for further information about how Holidays are used in combination with

Time Schedules.

Note: Depending on which hardware/controller type you are using there are different
limitations in terms of the maximum number of intervals that can be applied to each

interval. The limitations are as follows:

Time Schedule Limitations
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Mercury Powered Standard ASSA  ASSA Ingersoll
Hardware Type PXL NXT

NXT Mercury Aperio WiFi/POE Rand

Time Schedules 32 64 255 255 255 255 255
Intervals per Day 4 12 12 12 12 1 (a) 12
Intervals per Week 28 50 84 84 84 n/a 84

(a) Only one interval is allowed per time schedule.

Assigning an AUL Schedule
To assign the AUL schedule to a door:

e Click on Setup >>Hardware Setup >> All to display the hardware tree.
o Locate the reader you wish to assign the AUL schedule and highlight the reader.

Alerts (0 Time Schedules | Hardware Setup

[i Doors ¢ Inputs % Outputs PF‘aneIs =i, Cameras EI—‘-.II
= [m px 21
+- Readers
+- Inputs
+H- Qutputs
- [m px) £2
-l Readers
Frant Reception
+r-Inputs
+- Outputs
+- . ey 3
+- [m px =4
+- | py) £5

o In the reader properties on the right locate the General settings.
o Locate Auto Unlock Schedule and select the new time schedule from the drop-

down list (then save).

- 108 -



Doors.NET

§§%~L|ﬂﬁ|ﬂH|Filter:
= General
Description Main Gate
Enabled fes
Door Type Mone
Dioor Class Maone
Securty Level Mone
Manufacturer Madel Ker MS Seres
Serial Mumber
Auto Unlock Schedule Main Frort Gate [~
First Person In Mone
= Alarm Control Always Active i
ST ——
= Door Contact Mon-Fri
Enable Door Contact Maon-5Sun
Held Open Mever Active
= Medes Mightshift

o The door will now follow the auto unlock/lock times defined in the intervals that
make up the time schedule.

o Events will be generated within Live Events indicating when the door has auto-
matically locked and unlocked.

Live Events

Drag a column header here to group by that column.,

L:n:ati:ur. Message Detail

i i
Main Gate Daar Locked By Timezone

TMSC-1 - Schedule DeActivate Main Frant Gate
MSC -1 Caontroller Canfiguration Saved to Flash Memaory AutoSave Configuration Complete
Main Gate Door Unlocked By Timezone

TMSC-1 " Schedule Activate Main Frant Gate

First Person In

First Person In (FPI) allows you to determine if a door should automatically open at the
automatic unlock time, or if it should remain closed until a person has presented a card
and entered the facility. The default setting is for FPI to be disabled.

FPI can be used wherever employees may be delayed in arriving at a secured site (per-
haps due to inclement weather). FPI ensures that at least one access-granted employee
is in the building before the automatic unlock time.
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Implementation of First Person In varies depending on the hardware type being used:

o Mercury and NXT Mercury Powered Controllers - Allow FPI to be set to any card-
holder or a cardholder assigned a certain user group.

Auto Unlock Schedule Maon-Fri
First Person In Yes
Ay User Group

Enable Door Contact Supervisors E
Held Open m

o Standard NXT Controllers have the following 7 options:

Model KERI NXT 2D
Manufacturer Model Ker MXT-3R
Serial Mumber

Auto Unlock Schedule Maon-Fri

Immediate -
| None

Fi_rst_ Person In

Enabl uuCurrtad

Held Open 15 Minutes
Held Open - DDA 30 Minutes
Line Supervision 45 Minutes
Door Forced Alam 1 hour
Dioor Held Alarm 2 hours
3 hours :

—_ e =

o PXL Controllers support these 5 FPI options:

Manufacturer Model Ker M5-3000
Serial Mumber
Auto Unlock Schedule Mon-Fr
First F'E:_rsan Ly Immediate
larm Conb | None

Immediate
Cr 15 Minutes
Enable Door Contact 30 Minutes
Held Open 45 Minutes
Fanel Address 1 hour

uur urcfHeld
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The Immediate value simply enables FPI at the beginning of the auto unlock time. The
door will not automatically open but will stay open when someone gets access granted at
that door. The door will then start to follow its Auto Unlock/Lock schedule.

The 15 minutes, 30 minutes, 45 minutes, 1 hour, 2 hour and 3 hour values allows the
controller to determine if the door should automatically unlock or not.

Example: If the FPI value for the door is 15 minutes and someone gains access 10
minutes before the door is scheduled to automatically open, the door will unlock and
allow that employee access (and will then automatically unlock at the scheduled unlock
time). This allows for an employee to arrive to work early. If this feature is used you
should select a time that best suits the security needs of the site.

If the FPI value for the door is 15 minutes and no one gains access within 15 minutes of
the scheduled automatic unlock time the door will not automatically open. It will only
start to follow the AUL schedule once someone has gained access.

Note: When considering applying FPI to a door, remember the unlock/lock time sched-
ule associated with the door may have more than one start/end time period (up to a
maximum of the limit supported by the hardware type). If FPI is applied to a door, it
applies to each start/end time period defined within the time schedule.

Note: If the auto unlock/lock time schedule has been suspended (see "Suspend/Restore
Auto Unlock/Lock Schedules) First Person In is disabled.

o To set FPI to a door highlight a reader in the door status grid or from the hardware
tree (Setup >> Hardware Setup).
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Alerts (0 | Hardware Setup | Access Groups  Cardholders €

[d Doors P Inputs ) Outputs M Panels =, Cameras
. i New Controller ZReader 0.1

" New Controller 2Reader 02

--Inpu13

- Outputs

=) London Office

G Communication Channels

= pxL 1

El R:eaders

i ReceptioE

-- Inputs

- Outputs

= [mm =2
E El R_eaders

i Bdainm Cata

o You will see the reader/door properties on the right.

B2 | @ | = | e B
=
Description Lobby for Offices
Enabled Yes
Door Type MNone
Door Class MNone
Securty Level Mone
Manufacturer Maodel Ker M5-3000
Seral Number
Auto Unlock Schedule MNone
First Person In Mone

Alarm Out - Forced Or Held

Door Forced/Held

Enable Door Contact
Held Open

Default On-Line Mode

o Select an Auto Unlock Schedule (other than Always or Never) then save.
e Select an FPI value, then save.
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5) 2 | @ | = [l Filter

= General =
Description v Lobbry for Cffices
Enabled : Yes
Door Type Mone
Dioor Class Mone
Securty Level Mone
Manufacturer Madel Ker M5-3000
Serial Number o — = =
Auto Unlock Schedule Main Frort Gate
First Person In 30 Minutes

The controllers will automatically be updated if they are online so there will be not need
to perform an update.

AUL Suspend/Restore

Note: AUL Suspend/Restore is NOT supported with standard NXT controllers.
The Suspend feature allows you to suspend any Auto Unlock/Lock (AUL) time schedule
applied to a door or set of doors.

8 £
Suspend | Restore

s

Suspend affects the AUL time schedule in these ways:

1. When you suspend a door's AUL time schedule, the door is prevented from fol-
lowing the assigned AUL schedule.

2. If adoor is within its AUL time schedule (the door is unlocked) and you Suspend
AUL, the door is locked and will not follow the AUL time zone until manually
Restored.

3. If adoor is outside of its AUL time zone (the door is locked) and you Suspend AUL,
the door remains locked and will not follow the AUL time zone until manually
Restored.
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Suspending AUL Schedules on All Doors

o Within Doors.NET click on Setup >>Hardware Setup >> Doors to display the list of
all doors on the system.

Drag a column header here to group by that column,

Gateway

==
i

San Jose Headquarters

5an Jose Headquarters

Londan Cffice
London Office
Londan Cffice
Londan Office
Londan Cffice
London Office
Londan Cffice
London Office
Londan Cffice
London Office
Londan Cffice
London Office
Londan Cffice
London Office
Londan Cffice
Londan Office

Panel Description
ELZ

Cnboard DDM
Cnboard DDM
PxL

P¥L

PxL

F¥L

PxL

P¥L

PxL

P¥L

PxL

P¥L

PxL

P¥L

PxL

P¥L

PxL

P¥L

Description

Al

r
Shipping Dock

Warehouse
Lobby for Offices
Reception

Main Gate

Front Reception
Comms Room
Stare

Meeting Room 1
Dining Area
Meeting Room 2
Mens Tailets
Ladies Toilets
Stairwell #1
Stairwell #2
Kitchen

Studio Space
Editorial Suite

o Click the first door at the top of the list.
o Hold down the keyboard SHIFT key.

e Click on the last door at the bottom of the list.

o All doors will now be highlighted.
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San lose Headquarters Onboard DDM Shipping Dock
S5an lose Headquarters  Onboard DDM Warehouse
London Office PXL Lobby for Offices
London Office PXL Reception
London Office PXL Main Gate
London Office PXL Front Reception
London Office PXL Comms Room
London Office PXL Store

London Office PXL Meeting Room 1
London Office PXL Dining Area
London Office PXL Meeting Room 2
London Office PXL Mens Toilets
London Office PXL Ladies Toilets
London Office PXL Stairwell #1
London Office PXL Stairwell £2
London Office PXL Kitchen

London Office PXL Studio Space
London Office PXL Editorial Suite

e Click the Suspend button from the Selected Hardware Ribbon bar.

-8 S\gpend Default Time =
E. Restore

5. Temp Unlock
Tirmned

| Suspend AutoUnlock Schedule |

o Auto Unlock Suspended Events should appear in Live Events indicating the doors
are no longer following their AUL schedules.
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Alerts (0)

Live Events

Hardware Setup

Drag a column header here to group by that column.

Icon|Timestamp (Server)

FH

03/03/2015 13:23:51
03/03/2015 13:23:51
03/03/2015 13:23:50
03/03/2015 13:23:50
03/03/2015 13:2349
03/03/2015 13:23:49
03/03/2015 13:2349
03/03/2015 13:23:49
03/03/2015 13:23:48
03/03/2015 13:23:48
03/03/2015 13:23:48
03/03/2015 13:23:48
03/03/2015 13:23:48
03/03/2015 13:23:47
03/03/2015 13:2347
03/03/2015 13:23:46

% | TimeStamp (Controller)

03/05/2015 13:25:44
03/03/2015 13:25:44
03/05/2015 13:23:45
03/03/2015 13:23:45
03/05/2015 13:23:46
03/03/2015 13:23:45
03/05/2015 13:23:45
03/03/2015 13:23:45
03/05/2015 13:23:47
03/03/2015 13:23:47
03/05/2015 13:23:46
03/03/2015 13:23:46
03/05/2015 13:23:45
03/03/2015 13:23:46
03/05/2015 13:23:45
03/03/2015 13:25:44

Timie Schedules

Location

[A

= Edltorlalsmte

Studio Space
Dining Area
Meeting Room 1
Front Reception
Main Gate
Kitchen

Stairwel| #2
Mens Tailets
Meeting Room 2
Stare

Comms Room
Reception
Ladies Toilets
Stairwell #1
Lobby for Offices

AutoUnlock Suspended

AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended
AutoUnlock Suspended

Suspend Auto Unlock/Lock on a Single Door

You can Suspend AUL on a single door from the door status grid as previously described,
or you can:

o Highlight a reader in the hardware tree (Setup >> Hardware Setup >> All).
e Click the Suspend icon from the Selected Hardware ribbon bar.

B8 B°

Suspend

3

Restore  Temp
Unleck

Timed

| Suspend AutoUnlock Schedule |

Restoring AUL Schedules

You can restore an AUL schedule for a door by highlighting the door as you would if you
were suspending the AUL.
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Restoring the AUL affects the door(s) in the following ways:

e Restoring a door's AUL time schedule allows the door to follow its assigned AUL
time schedule.

e If adoor is within its AUL time schedule (the door is unlocked) and you Restore
AUL, the door remains locked and continues to operate per its AUL time schedule.

o If adoor is outside of its AUL time schedule (the door is locked) and you restore
AUL, the door remains lock, but it will unlock per its AUL time zone and continue
operating per its AUL time schedule.

Suspending/Restoring AUL Schedules using Local or Global Linkage

You can create a Local Linkage Procedure or a Global Linkage Macro to suspend or
restore an AUL schedule.
Note: Local Linkage is NOT supported with standard NXT or PXL controller types.

Procedures | Triggers
Controller
MSC - 1 (Dubai Office ) -
| MewProcedure | | Add Action | | Export Iy Import
ﬁﬂe Suspend M-F Day Schedule e
S el IS ewtn e minnit Wi ) Action Item Type Action Item Pref
Weekly Schedule Control -

Action Item Properties

Weekly Schedule
M an-Fri

(™) Turn OFF until next change

(") Turn ON until next change

i@ Turm OFF (™) Resume

(™) Turn ON (71 Refresh

Once configured, the AUL time schedule can be immediately suspended or restored
using a trigger action (such as a designated input changing state, a double-card present-
ation at a certain reader, access granted from a specific cardholder, a combination of
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two different triggers plus numerous others) You can set up one trigger to Suspend the
AUL time schedule and then another trigger to Restore it again.

Click here for further information about Local Linkage or here for additional information
about Global Linkage.

Event Monitoring

The Doors.NET software was designed to support both monitored and autonomous con-
figurations. A system is considered to be monitored when there is an operator viewing
events in real time - or responding to events as they happen. For example, a sound alert
can be configured to occur if a controller goes offline, if someone tries to access a door
that they don't have access rights to, or if a door is detected as being forced, or held
open.

LI R Ghapen At _ [ T
[EETS LTTHE PR Y] e [] T (E0) Carman L
LRI e FreediDe ) [IRTE— ¥ TS

(S LR TR TN Frane Do Tepar bis Opanas L} TR

Configuring sound alerts for the most critical of events means an operator does not have
to be watching the screen at all times. Event types can also be configured to generate
recorded video clips - an example here might be to create a 20 second video clip when a
door forced event happens at a certain reader.
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The free version of the Doors.NET software also provides a feature that will auto-
matically email a message notification (or the message can be sent automatically via

SMS). See Email/SMS Automation for setup instructions and details.

e {2109 DO0-1

FRM:AlammContr
ol@kerisys.com
MSG:E/20/2012
1107168 Ak
Lobby Glass
Braak

Menitor Paint -

The system uses a combination of Filters and Device Types to configure how the system
manages and displays the various event types.

Trace Events

(};)HH!-:&“;«!.*-

Home Setup

Trace o
~5°

Mew

Trace

s Trace Events
Reports Tools Wiew Trace Events
H@ﬁ;;.. P L) L. Lo L
> @m0 O X "9
Start Stop Clear History Remove Save

Trace Trace Trace  Trace Trace All
Trace Events

The trace events grid displays specific messages that you are interested in seeing without
the distraction of unrelated events. These trace events are grouped by the trace name.
The trace name is automatically assigned when you add a new trace event. There are a

number of different trace event types. The available trace types are:
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o By Cardholder

e By Cardnumber
e By Control Point
o By Controller

o By Gateway

o By Message Type
e By Monitor Point
o ByPanel

o By Reader

Setup a Trace Event

1. To add a new trace click the New Trace icon.

Mew
Trace

2. Select a Trace Type from the drop-down list, i.e By Reader.

Selections
Trace Type

Reader -

3. Select a reader on the system from the Reader drop-down list.

Reader
Car Park Barrier -

4. Note that since trace events are grouped by the trace name, it must be unique. For
this reason, the Unique Trace Name is automatically created, so at this point you
simply have to click the Add Trace button and the trace becomes active imme-
diately.
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Unique Trace Mame : Car Park Barrier
Add Trace

Crag & column hesder here to group by that column

ﬂ"h&i! (ZhbEwEy Conlfaller TirsEstamp [Sarer) V| L entinm (L5471 Dhetamil

@K i ] - [ i K
Car Park Barrier London Office POLE0O -3 8,01,/2013 Car Park Barrier R oo Trzsoozse
v Py Barrinr London Office  PXLS00 .3 OB/OLZ03 Car Pari: Barsier e CRRE RN (caia: 772500296
Car Park Barrier London Office  PXLS00 -3 08/01/2003 Car Park Barrir [ R (Caro: 772500256
Cat Park Barriar Londan Office  PELS00.3 OB/OL2013 Car Park Barsier [ Granta N (Cara: 213750657
Gallagher, Susan London Ofice  PXLS00 -3 08012013 Car Park Barite RS CRRR (Car: 213750657
Car Park Barriar Londan Office  PLSO0.3 om0 Car Park Rarrier [AcsssGranted N (ot 240814024)
Car Py Barier London Ofice  PULS00.3 0BOLI0NE Car Parie Barsiee {Card: 673397833
Car Parie Barriar London Office  FLS00-3 Q8012018 Car Paric Barrier {Card: 5751811307
Cuf Pufic Baariar Landan Office FEL500 - 3 ORAL03 Car Pari Barmier [Cwrd: BOT065051)
Car Paric Baavier London Office: FXL500 -3 002003 Car Fark Barrier Card: B8214312)

Messages that are generated by this reader are displayed independently on the
trace grid similarly to Live Events.

5. Also similar to Live Events is the Field Chooser, which allows you to select which
columns and information is displayed for the events. Click the icon to the left of the
first column and then make your field selections.
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Field Chooser

| B

Controller
V| | Detail
Gateway

GatewaylD

¥ |Location

¥ Message

Message Type L
fMessagelD

ObjectlD

SPMID b

(=1}

column header here to group by

race Timestamp| Locatio

@ Click here to show Field [hu:u:user.l EL

6. The context menu from the trace events window allows for the following selec-
tions:

- P ~ - : v
™8 @0 0O W "9
Start Stop Clear History Remove Save
Trace Trace Trace  Trace Trace All

Start and Stop Trace - allows you to quickly start or stop current traces.

Clear Trace - Will remove any trace events from the screen. It does not remove or
start/stop the trace.

History Trace - Allows you to retrieve the last 50 events that match the trace criteria -
even if they are not in the grid.

Remove Trace - You can delete the trace from Doors.NET entirely

Save All - Saves the current trace events to the local hard drive, they will be available
when Doors.NET starts.
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Live Events

Live Events Status displays real-time transactions as they occur and includes system mes-
sages with the newest transaction at the top of the window. Each column can be sorted
or grouped to quickly find a specific item.

If not already displayed, this window is opened by clicking on the s jcon in the Status
group of the Home ribbon.

Live Events Default Field Values:

MESLEMP [SeTveT

Lr142005 1-29:20 PM
Lr1472015 1-2918 PM
L7142005 12913 P
171472015 1:28:24 P
1142045 1:26:28 P
111472015 12626 P
11472015 12606 PM
L142015 1:26:15 PM
1142015 12556 P
1142015 1:0%10 PM
1142008 10910 P
142018 10510 PM
L14/2015 10910 PM
11472015 10855 PM
Lr1472015 10855 PM
L1472015 10855 PM

Location

B

Matkon Debector Outside
Maitson Debector Quitide
Matian Detector Oulgide
Mhtian Detectar ldide 2
Warehaue

Frank Daar

Frant Daar

Front Daor

Frant Door

MEC #1.0utput B4

WSC 1. 0utput BY
MSE #L0utput 8.2

M5C #1.0utput 81

M5C #1

M5C #1

M5C #]

Cortrdller Configuraticn Saved 1o Flash Memary Aaficbve Configuration Complete

Eender Contact - Door Secuned [Previously Faroed Open)

Fender Contact - Door Secured [Préviously Farced Open)

Cortrol Point Deactivated
Cortrol Point Deacthvated
Cortrol Point Deactivated
Cortrol Podnt Deactivated

Cortroller - Ofline & Timeout
Transaction Log report Capacity= 10000 Cigest=1 Last Rep.

Icon - Displays a blue paper-clip icon when there is a video clip associated with a dis-
played event
Timestamp (Server) - The time the event occurred as noted by the server.
Location - The name of the device at which the event occurred.

Message - The event type.
Detail - Detailed event information.

Priority - The priority level assigned to this type of event.

Controller - The name of the controller at which the event occurred.
Cardnumber - The cardnumber associated with this event (if applicable).

First Name - The first name of the cardholder associated with this event (if applic-
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o Last Name - The last name of the cardholder associated with this event (if applic-
able).

Field Chooser

The field chooser can be accessed by clicking the icon located in the upper-left corner of
the Live Events grid.

Liwve Events

rag a column header here to group by th:

on Timestamp [Server)

lick here to show Field [ZP‘u:n:nser.LEil 20 PI
— . i

1/14/2015 1:2%:18 Ph

The field chooser list all the columns that can be selected or deselected for display on the
Live Events grid. Place a tick against any column you wish to display and remove the tick
from any column you wish to hide.

Display Colors

The Display Colors window allows you to set the colors of key event types that are dis-
played in the live events grid. It is helpful for operators who are color-blind and find it
hard to distinguish between certain colors, i.e red and gray or yellow and green and also
to highlight important, critical events, such as; access denied, door forced, controller off-
line or motion detection alarms.
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— [isplay Colors x
[T
A=E
¢’ B Communication
% Offline BackColor [] Gold
Offline FareColor Bl c4. 0. 64
Online BackColor Bl Green
Online ForeColar ]
Unknown BackColor [
Unknown ForeColer [
Power Fail
Offline BackColor ]
Offline FareColor ]
Power Fail (Ma) BackCo[ ]
Power Fail (Ma) ForeCol[_]
Power Fail (Yes) BackC [ 0. 192, 192
Power Fail (Yes) ForeCo[]
Unknown BackColor [
Unknown ForeColer [
Tamper
Offline BackColor ]
Offline FareColor ]
Tamper (Mo) BackColor [
Tamper (Mo) ForeCalor [
Tamper (Yas) BackColo [l Red
Tamper (Yes) ForeColor [
Unknown BackColor [
Unknown ForeColer [
Dffline BackColor
Select Background Color for Offline event from Controller or
Panel
Setup

To set a display color for a certain event type click on View >> Display Colors.

View

P |
= [

in Unpin  Photo | Display

Al Al Recall  Colors [y

Docking
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o Locate the event type you wish to set a display color for, for example; Monitor
Point Alarm and Secure.
o Set the BackColor and the ForeColor (the ForeColor is the text color)

Open ForeColor ]
E Monitor Point

Monitor Point Alarm BackColor [

Monitor Point Alarm ForeColor  [_] 2

Monitor Point Clear BackColor | Blue

Maonitor Point Clear ForeColor ]

Monitor Point Mask BackColor [

Maonitor Point Mask ForeColor ]
Manitar Print Tranhle Backd™ nlar

o Close the display colors pane when you have made your selection.
o When the event types display in Live Events they will be shown with your selected
color scheme.

Live Events
Drag a column header here to greup by that column,
Ic | Timestamp (Server) Location essage
0 &l

1/19/2015 2:24:22 PM
1/15/2015 2:24:30 PM
1/19/2015 2:23:31 PM

Field Chooser

Maotion Detector - Store Room
Maotion Detector - Store Room
MET #1

)
Monitor Point - Alarm

Monitor Point - Secure

Update Metwork Completed

The field chooser is used to define which fields/columns will display on the various soft-
ware grids, for example; status grids, hardware setup grids or report grids. The field
chooser icon is located in the upper left-hand corner of any of these grids.
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Caontrollers

Drag a column header here to group by that column,

@ Device Type Gateway
ik m

Click here to show Field Ehl:u:user.|

Fanel MSC
Cantroller MNXT

Alerts (0)  Live Events

[@ Doors| ¥ Inputs ' Outputs M Panels

Cantroller

Bl

Warehouse
Warehouse

Mew Controller 1

Hardware Setup

Drag a column header here to group by that column,

Gateway

Cantroller

lick here to show Field Ch-:u:user.|

ST
MSC
ST
MSC

Warehouse
Warehouse
Warehouse

Warehouse

Description

Al

Warehouse

Ay (MSC)

Mew Controller 1

', Cameras E All

Panel Description | Description

&
Reader 2
Reader 1
Reader 4
Reader 3

Drag a column header here to group by that column.

&

""|q[2|in:k here to show Field Chu:u:us&r.|

Gallagher Susan
Colman Gary
Callahan Stephanie
Scott Richard
Stabik Bab
Farwell Rebecca
Smith lohn

o

Delivery Door

Front Doar

Manager's Office

Fire Exit

Al Al

Total Access
Total Access

Total Access

Total Access

When the field chooser window appears you will see a list of all the possible field-
s/columns that can be selected for display on the grid.
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Field Chooser @

Bus 1 -
Bus 2

Bus 3

Bus 4

Communication
Controller

Description

Deetail

Device Type

<SS S S

Firmware -

Place a check-mark against the fields that you do wish to view in the grid and remove the
check-mark from any fields you wish to hide.

Once fields/columns have been selected they can be re-sized or you can drag them to a
different position on the grid.

Drag a column header here to gl':‘l:;- that column,

Drevice Type Gateway __i'r'EEta'T'l:'[iéﬂ'-'t":'”ﬂ: [imeStamp (Contraller) | [
7 i 0 f [0 |
Controller M5C Warehouse 147012015 13:42:42
| Panel MSC Warehouse 14/01/2015 134241
Frntrallar hIWT RBlass: Smntrallar 1 1AM E 127047
Filters

Filters are used by the system to specify which system generated messages are displayed
in the software as live event transactions. Any events which are not selected in the filter
will not be displayed in the live events grid of the administrative client.

The system has 4 different filter types predefined: Access Denied (the most common
access denied messages), Access Granted (the most common access granted messages),
Concise setting (defaulted to the minimum display of event transactions, which is basic-
ally; alarms, troubles, and access granted messages) and the standard setting is defaul-
ted to a few more events than concise.
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All the events assigned to these filters are listed with a check box, all of these filter types
can also be changed and altered at any time, or you can of course create your own fil-
ters.

None of these filters are assigned to any of the hardware, by default, meaning all the
events generated by the system will appear in the user client in Live Events. However
note that these filters ONLY affect the display of the event only as all events are recorded
to the hard disk in the messages table.

Setup a Filter

This filter example will be setup and assigned to a reader connected to an NXT-MSC con-
troller.

1. Click Setup >> Filters (if the Filter icon is not displayed you will need to enabled
Advanced View).

XK
- Home Setup Reports Tools
L™ B a4
P @ &Y
Hardware Synchronise Device | Filters
Setup Clocks Types
Hardware Event Monitoring

2. With the filter highlighted, type in a new description in the description field then
click the blue save/save all icon.
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7%

| L b zeninthiga
- : Reports Tools WView Selected Hardware Hardw
2 &0 P@E @ fHm
=1 L = i
Cardholders  Access Time Holidays Elevator Email/SMS Live  Controlle
Groups  Schedules Groups Events
User Manager Automation
Hardware Setup  Cardholders | Filter Settings® |
|| General | Messages Acknowledge Video
| Add Filter | |tﬂl¥4
Y Access Denied: Froperiss
‘3’ Access Granted Description
‘f Concise Reader Messages
Y
"3" Standard

3. Click the messages tab to select the event types to display in Live Events. The event
types turn green when selected and will return to black once you have clicked save.

Filter Settings™®

General | Messages | Acknowledge Video

EIE

Access Denied | Access Granted

Filter Message Types To Display

"f Access Denied
"f Access Granted

Primary Request to Exit
Reader Access Cycle Ending

'\'f Concise Reader Access Cycle Starting
'{‘P Reader Messages &'| Reader Contact - Door Closed
"?f Standard ~ | Reader Contact - Door Secured (Forced Open is Masked)

Reader Contact - Door Secured [Held Open is Masked)
Reader Contact - Door Secured {Previously Both Forced and Held Open)
Reader Contact - Door Secured [Previously Forced Open)

<

Reader Contact - Door Secured [Previously Held Open
Reader Contact - EQOL Tolerance

Reader Contact - Forced And Held Open

&'| Reader Cantact - Forced Open

4. In the above image you will see that there is also check boxes for Access Denied and
Access Granted. This allows all the most common access denied or access granted
messages (or both) to be quickly added when setting up a custom filter.
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5. For each message that has been selected it is also possible to enable it for acknow-
ledgment. This acknowledgment flag will be placed in an additional queue and will
create an 'alert' - which can then be configured (using device types) for an operator
to take action on.

Filter Settings

General Messages | Acknowledge | Video

| L| e
Filter l D‘ | = | Message Types To Acknowledge
1,” Access Denied Reader Contact - Door Closed
‘f Access Granted Reader Contact - Door Secured (Previously Forced Open)
"L-f Concise Reader Contact - Door Secured [Previously Held Open)
‘?’ &| Reader Contact - Forced Open
'{,'?’ Standard &'| Reader Contact - Held Open
Reader Contact - Offline

6. The last tab in filter setup is the Video tab. This is for event video recording, when a
camera is assigned to a hardware object, such as a reader or an input.

7. Events are selected and when those events occur (such as a door forced events hap-
pens at a certain reader). You can chose to either create a short video clip (10-60
seconds) or have a live video window popup on screen.

8. To assign the filter to a reader, locate and highlight a reader in the hardware tree.
In properties scroll down to Monitoring, then select the new filter from the 'Use
This Filter' drop-down list.

H,J Lu:undu:un Oiffice = Eat;mmeader Kes
=
*1-12 Communication Channels : ,_= 5
Standard 26-bit Mo
=™ Mew Controller 1 TWIC 755t Na
i ]
oL Driver's License Mo
i 37+t No
2 Cuipals AWID 40 Bit No
Front door east Keri M5 Mo
+- Bus 2 = Monitoring
+- Bus 3 IUse this Fitter Reader Messages
+- Bus 4 Global Trigger
B Mew York Office Video Camera MNone
¥, Cameras Video Composite MNone
Facilities
Use this Rilter
The GUID of the fitter assigned to this object. The filter controls which
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9. When this filter is assigned to a reader only the messages specified will display in

Live Events.

10. The messages selected for acknowledgment will appear in the alerts grid once you

have set 'Require Acknowlegement' to Yes. It may seem like you are making the

same setting twice, but this is because multiple readers may be using the same filter
and the allows certain readers to have acknowledgment disabled without affecting

other readers.

= Monitoring
Device Tyvpe Mone
Primary Priority 0
|Use this Fitter Reader Messages
Require Acknowledgement Yes
Enable Sounds Mo
Global Trigger
Video Camera Mone

Hardware Setup | Alerts

S .

In Progress  Confirm
Details Iretructions
Time :

Device Type

Descoription:

Pleginge

Ceztail @

Lecation :

Status

Cparador -

1 Filter Settings

Maotes

15112002 15:58:40

Front door east

Access Denied - Mot In File

W

Card HNumiber : G05697096 lusue Code & -1

Lomdon Office (New Controller 11
Hew Alent

from  simee 191072012 135509

&

Sound

Priarity: O

151 M1 155,
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Hardware Status

Status tabs are found at the bottom of the work space/data display field.

o Certain status tabs only appear when its corresponding feature is accessed or
enabled.

o Mouse over a tab to have that tab's window open in the work space/data display
field.

o Mouse onto the window and you can review the information within.

o Mouse off the window and the window closes.

e Click on the push-pin icon in the upper right of the window to "pin" that window
and have it stay open when you mouse off. Click on the push-pin icon again to "un-
pin" the window.
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@ H o = Doors Net
el

o

Harne | Setup Reparts Tools View
D & O ™ e © ¥
Cardholders  Access Tirne Holidays Live Controller Doors  Monitor Control
Groups  Schedules Events Points  Poinks
User Manager Stakus

Orag a column header here to group by that calumn.

Device Type < | Gateway Controller Drezcription TimeStamp [Contraller] Communication T amper Power Fai

A B A A A A A A A
Controller Sitel3 ateway Warehouze Con.. wWarehouse Con.. 4/8/2010 2:48:12 P _ Mo M,
Panel Sitelateway ‘wiarshouse Con.. MNXT 10 board ggemozazizee R N

1| i '

| [roors | Avdit | kanitar Pointz | Control Paints | StatusJ Hiztamn |
Lazt Request Completed @ 4482000 2:48:12 P [0 selﬁgnds]DHS.SituatiDnManagers Site: Uszer: Admin WA MUk Th

The example above displays the Status tab. Each tab has unique data sets.

o Alerts - lists events that require acknowledgment by an operator
o Control Points - lists information on all control points (outputs)
e Doors - lists information on doors
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Live Events - lists transactions in real-time

Monitor Points - lists information on all monitor points (inputs)

o Status - lists controller status

Trace Events - lists events specifically designated for display by the operator

Alerts

The Alerts Status Tab is used for event processing and acknowledgment.

Alerts (1) | Hardware Setup  Filter Settings

:$ g Password ‘J..ﬁ m

In Progress  Confirm Play Sound

| Marks the selected message as Confirmed. The message will be remowved from the list based on the device type settir
Details | Instructions™ T9OTES =

i (O

Time: 12/01/2015 16:37:12 New Alert Al:

Device Type : Priarity: 0

Description: Door 1

Message: Reader Contact - Forced Open

Detail :

Location: MSC-SCP (MSC - 1)
Status @ MNew Alert

Operator:  from since 12/01/2015 16:37:12

The alerts screen lists any event types that have been configured for acknowledgment by
an system operator. Alerts are created using a combination of filters and device types.
The filter defines which event types will create alerts and the device type settings determ-
ine how the alerts should be dealt with.

Selecting an item within an information window and then right-clicking opens a task con-
text menu that allows you to perform basic, appropriate functions on that item.

Setting up Alerts
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When creating alerts the basic procedure is as follows:

1. Create afilter defining which events should be acknowledged. You can also set the
event to show video if the hardware object creating the event has a camera
assigned to it.

2. Setup a device type and configure how you want the device type to operate and
how it should be processed (for example; require notes or set a password that is
needed before the event can be confirmed. You also use device types to setup and
define sound alerts.

3. Assign the filter to a selected hardware object (ensure you are in Advanced View).

4. Assign the device type to the same hardware object.

5. Set Require Acknowledgment to Yes and optionally set Enable Sounds to Yes.

6. Generate the event at the hardware object that you wish to use as an alert; this
might be a Monitor Point going into alarm state or perhaps a door forced open
alarm from a reader.

7. You should see the alert appear in the alerts grid ready for acknowledgment.

8. Highlight the alert so it can be confirmed.

Doors

The Doors status window displays the status of all configured doors. Click on the Doors
tab at the bottom of the program window to display this information. Each column can
be sorted or grouped to quickly find a specific item.
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Doors X
TimeStamp [Controller] Gateway Controller Fanel Description [rescription Mode [roor Status Forced Open Held Open Last Meszage
Al Al al al al Al al al al al

B/25/20101:44:30 P Sitel ateway “Warshouze Con.. MxT 4D Front Door Rea..  Card Only Clozed Mo Mo Unknown
B/25/20101:44:30 PM Sitel ateway ‘Warehouze Con.. MxT 4D Stockroom Keyp.. Card Only Clozed Mo Mo Unknown
B/25/20101:44:30 P Sitel ateway “Warshouze Con.. MxT 4D Shipping and R..  Card Only Clozed Mo Mo Unknown
B/25/20101:44:30 PM Sitel ateway ‘Warehouze Con.. MxT 4D ‘Workshop Read.. Card Only Clozed Mo Mo Unknown
4| i »
Doors Audit | Control Paoints | Statuz | History | Monitor Points
. e - J JE ol _ _ _ _ -

Door Status Field Values:

Timestamp (Controller) - The time this information was retrieved from the con-
troller.

Gateway - The gateway to which this door is connected.

Controller - The name of the controller to which this door is connected.
Panel Description - The type of panel to which this door is connected.
Mode - The type of access allowed by this door.

Door Status - The current state of the door.

Forced Open - Highlights if the door is in the forced open state.

Held Open - Highlights if the door is in the held open state.

Last Message - The last message associated with the door.

Security Level - The security level assigned to the door.

Door Type - The door type assigned to the door.

Door Class - The door class assigned to the door.

Door Status Context Menu:

Right-click on a door listing and a context menu of options appears.

Mode

IMasking

0 Request Status

2 Histary

hj Properties...

Mode - Allows you to change the type of access allowed by this door.
Masking - Allows you to set door masks.

Request Status - Performs an immediate status update of the door.
History - Opens the History Status window for that door.

Properties - Opens the Hardware Setup window for that door.
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Controller

The Controller Status window displays the status of all recognized controllers. Click on
the Status tab at the bottom of the program window to display this information. Each
column can be sorted or grouped to quickly find a specific item.

Status X
Device Type * | Gateway Controller [rescription TimeStamp [Controller] Communication Tamper Power Fail [retail Firmnweare
Al a Al Al Al Al Al Al Al Al

Corttraller SiteGateway ‘warehouse Con.. ‘Warehouse Con.. 5/25/20101:4430PM  |ERCHEEIEEN o NA Urknown 02.04.17

Parel SiteGateway ‘wiarehouse Con.. MXT 10 board 5/25/20101:44:30 P [ - NA, 02.02.05

4| i »

Doors | Audit | Control Paints Statusl\Histor}l Monitar Paints

| ok Do et Pommmdbond 50 A4 VAR A 431 DA (01 ATV LIE ity scbicanbd i

Controller Status Field Values:

o Device Type - Lists all controllers and any peripheral panels connected to those con-
trollers.

o Gateway - The gateway to which this controller is connected.

o Controller - The name of the controller.

o Description - The name assigned to this controller or peripheral.

o Timestamp (Controller) - The time this information was retrieved from the con-
troller.

o« Communication - The current communication state of the controller: online/off-
line.

o Tamper - Lists either tamper state or that tamper is not applicable.

o Power Fail - Lists if power has failed.

o Detail - Lists detailed information for the controller or peripheral if applicable.

o Firmware - The firmware revision installed in the controller or peripheral.

o Model - The product name of the controller or peripheral.

o IP Address - The IP address assigned to the controller.

e Bus1to4-Thetype of reader attached to the controller's busses.

Controller Status Context Menu:

Right-click on a controller or peripheral listing and a context menu of options appears.
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B Connect
E Disconnect

E Reset

nD Request Status

<" Hiskary %

hj Properties...

Connect - Immediately connect to this controller.

Disconnect - Immediately disconnect from this controller.

Reset - Immediately reset this controller or peripheral.

Request Status - Performs an immediate status update of the controller or peripheral.
History - Opens the History Status window for that controller or peripheral.
Properties - Opens the Hardware Setup window for that controller or peripheral.

Monitor Points

The Monitor Points status window displays the status of all configured monitor points.
Click on the Monitor Points tab at the bottom of the program window to display this
information. Each column can be sorted or grouped to quickly find a specific item.

Monitor Points

X
TimeStamp [Contr | Gateway Contraller Fanel Description | Description Status Last Messane Security Level | Sensor Type
Al il il Al il Al Al il il
B/2R/20101:44:3. SiteGateway “Warshouze Con.. MxT |0 board Wwindow Break Inactive Unknown Mone Glazzhreak
B/25/20101:44:3. SiteGateway “Wwarehouze Con.. MXT |0 board Mation Detector Inactive Unknown Mone FIF kation
/2520101443, SiteGateway “Wwarshouze Con.. MXT 10 board Parking Lot Ligh.. _ Unknown Mone Mone
B/25/20101:44:3. SiteGateway “Wwarehouze Con.. MXT |0 board Smoke Detector _ Unknown Mone Smoke

Doors | Audit | Control Paints | Statuz | History MonitorF’ointsI\

1 mob Db Cmmnmlebnd #530 E SR SN 124471 Dhd 10 ammme ASE Gt sbicanbd e Cibme 1 lnmes mdniin [ =R TR Tivmndnn kAo 98 01N 1d.40.Fc TR -

Monitor Point Status Field Values:

o Timestamp (Controller) - The time this information was retrieved from the con-
troller.

o Gateway - The gateway to which this monitor point is connected.

o Controller - The name of the controller to which this monitor point is connected.

o Panel Description - The type of panel to which this monitor point is connected.

o Description - The descriptive name assigned to this monitor point.

o Status - The current state of the monitor point.

o Last Message - The last message associated with this control point.
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o Security Level - The security level assigned to this control point.
o Sensor Type - The type of sensor attached to this monitor point.

Monitor Point Status Context Menu:
Right-click on a control point listing and a context menu of options appears.

o Mask
% Unmask
nD Request Status
4 Histary

hj Properties...

Mask - Allows you to mask certain monitor point information.

Unmask - Removes mask restrictions from this monitor point.

Request Status - Performs an immediate status update of the monitor point.
History - Opens the History Status window for that monitor point.
Properties - Opens the Hardware Setup window for that monitor point.

Control Points

The Control Points status window displays the status of all configured control points.
Click on the Control Points tab at the bottom of the program window to display this
information. Each column can be sorted or grouped to quickly find a specific item.

Control Paints

TimeStamp [Contr | Gateway Controller Fanel Description [rescription Activated Last Meszage

al al al al al al al
/2520101443, SiteGateway W arshouze Con.. MXT 10 board wWindow Alarm Mo Unknown
B/25/20101:44:3. SiteGateway “Wwarehouze Con.. MXT |0 board Intruzion Alarm Mo Unknown
/2520101443, SiteGateway W arshouze Con.. MXT 10 board Lat Lighting Mo Unknown
B/25/20101:44:3. SiteGateway “Wwarehouze Con.. MXT |0 board Fire Alarm Mo Unknown

[oors | Audit | Control Pointsl\ Statuz | History | Maonitor Paints
_ - P

Control Point Status Field Values:

o Timestamp (Controller) - The time this information was retrieved from the con-
troller.

o Gateway - The gateway to which this control point is connected.

o Controller - The name of the controller to which this control point is connected.

o Panel Description - The type of panel to which this control point is connected.

o Description - The descriptive name assigned to this control point.
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o Activated - The current state of the control point.
o Last Message - The last message associated with this control point.

Control Point Status Context Menu:
Right-click on a control point listing and a context menu of options appears.

¥ | Off

& On

) Pulse

0 Request Status

27 History %

hj Properties...

Off - Immediately turn this control point off.

On - Immediately turn this control point on.

Pulse - Immediately pulse this control point.

Request Status - Performs an immediate status update of the control point.
History - Opens the History Status window for that control point.
Properties - Opens the Hardware Setup window for that control point.

- 141 -



¥/ KERI

SYSTEMS

Reports

Doors.NET software includes many different default report types which are included in
the standard version of the software. Reports can be run at any time on Cardholders,
Transactions, Reader Access and Hardware properties.

When the controllers are online, all the events, by default, are detected and appear in
the Live Events grid as they happen. However, running reports allows you to retrieve
event information specific to a certain reader, a specific cardholder, cardholders in a cer-
tain access group, certain controllers or doors.

The report information is very quickly extracted from the SQL database and displayed in
an easy to understand format, together with a variety of display options, such as dif-
ferent views and the ability to search by column headers such as by timestamp, numer-
ically by cardnumber or alphabetically by card name or door name.

Reports can be accessed via the Reports link in the software and the report groups are
defined with an icon.

-

Home Setup Reports Tools

« 4 O b

Cardholders  Transactions Reader Hardware

Access
Standard

Reports - Cardholders

1. Torun reports on Cardholders in the Doors.NET system click on the reports tab >>
Cardholders.
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Reports Tools

B b

Cardholdgrs | Transactions FReader Hardware
Access

Standard

Cardholders |Hardware Setup

2. When the Cardholder reports page opens you will see the following window.

Live Events  Hardware Setup | Cardholder Reports

General

Search Type 5earch Criteria
Please Make a Selection - | o | Search String
Wiew

Pleaze Make a Selection - Card View Access Group

Show multiple records

Drag a column header here to group by that column,

- I_- d

=
=
=
=
=

Start Date

End Date

[1-.\-
p_:-

3. You can retrieve cardholder-specific event information using a variety of search
types. The Search Type drop-down list is where you select which Cardholder report
you wish to run. Click the down arrow to expand the following list:

o Cardholders (All)

e Cardholders with last name of ?

e Cardholders with first name of ?

o Cardholders with at least 1 credential
o Cardholders with Deactivated cards
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Cardholders with Active Cards

Cardholdersin an Access Group

Cardholdersin a Cost Centre

Cardholders in a Department

Cardholders in a Location

Cardholders from a County (Work)

Cardholders from a County (Home)

Cardholders from a City (Work)

Cardholders from a City (Home)

Cardholders from a Postal Code (Work)

Cardholders from a Postal Code (Home)

Cardholders from an Address (Work)

Cardholders from an Address (Home)

Cardholders with an Expiration Reason of ?
Cardholders with an Activation date between X and Y
Cardholders with a Deactivation date between X and Y
Cardholders with Hire date between X and Y
Cardholders with enabled Vacation date between X and Y
Cardholders with Never Expire = True

Cardholders with Temporary = True

Cardholders in a CardStatus

Cardholders with an Issue Code of X

Cardholders with a PIN

Cardholders without a PIN

Cardholders with No Activity

The Search Criteria fields become available for input depending on the Search Type
selected. For example, the report 'Cardholders with a last name of..." will require
you to input the last name into the Search String Field.
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Live Events  Hardware Setup | Cardholder Reports

General

Search Type Search Criteria

Cardholders with last name of 7 - | A | Search String
Jeffreys

Wiew

Flease Make a Selection  +| (¥ Card View Access Group

Show multiple records

5. If you select the Search Type Cardholders in an Access Group you will need to select
the Access Group from the Access Groups drop-down list.

General
Search Type Search Criteria
Cardholders in an Access Group - | 2 | Search 5tring Start Date
View
Please Make a Selection - Card View Access Groups End Date
IT Personnel [:v
o i e
Show multiple records Graveyard shift
IT Personnel
Crag a column header here to group by that column, Janitorial —
[=ml IManagers
—! Mever Active 3
Eri (T Al Bl - 1 fl
Purchasing/Ship/Receive
Supervisars
Swing Shift =

6. There are several different Views that can be selected from the drop-down list. For
example, here is how the Corporate selection will appear.
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Cardholders [Cardholder Reports | Cardholders

General
Search Type Search Criteria
Cardholders with Active Cards - | a Search 5tring Start Date
View
Caorporate - Card View Access Groups Emd Date
| Show multiple records
Drag a column header here to group by that column,
A i 0 i - B i
Petersen Brian Always Active 125705 Active
Ibrahim losef Day Shift 125690 Active
Baker Kathleen IT Personnel 772500296 1822277 Active
Urban Sonya Always Active 125713 Active
Callahan Stephanie Always Active 125702 Active
Hennessy Juliet Always Active 125709 Active
Hennessy Juliet Swing Shift 125709 Active
Gallagher Susan Always Active 125695 Active
Eastan Ronald lanitarial 125708 Active

7. The 'Show multiple records selection' will display an individual record for each card-
holder, access group and credential combination. For example, two cardholder
records will appear with the same name if you run the Cardholders (All) report and
a cardholder has more than one credential or more than one access group
assigned to them.
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Search Criteria

Search Type
CardHolders(All) - | e | Search String Start Date
Wiew
Traditional - Card View Access Groups End Date
¥| Show multiple records
Drag a column header here to group by that column,
._-;..

B B B a = B B &
Muhammad Samir Always Active 125703 Active Maorm
Muhammad Samir Swing Shift 125703 Active Maorm
Andersan lames IT Persannel 673397833 3327748 Active Marn
Rasmussen Ernie 125706 Active Morn
Petersen Brian Always Active 125705 Active Maorm
Zalewski Herman Always Active 125701 Active Maorm
Easton Ronald lanitarial 125708 Active Marn
Easton Ronald Executives 125708 Active Morn
Easton Ronald Always Active 125708 Active Maorm
Quigley Femne Always Active 125712 Active Maorm
Kent Jonathon Purchasing/Ship ... 1256892 Active Maorm
Kent Jonathon Always Active 125692 Active Maorm

8. ltis also easy to export the information as a PDF, Excel or XPS document. After you
have generated the report, click the circular icon in the top left and from the drop-
down list you will see the export options.
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@m@-p-

i)

3

Save Layout ferzlEm

Load Layout

Print Preview

Print

Export Excel...

Export PDF...

Export XP5...

Technical Support

Online Help

About

Exit

9. Then just navigate to a destination folder, change the default name of the file if

CIOME

desired and then click save.

, v Computer » Local Disk () » DoorsMET » Reports

- | +y | | Search Reports

Organize = Include in library «
W Fawvorites e
B Deskiop L CardHolders(All)

4 Downloads

:
=1l Recent Places

Share with = Burn

Mew folder

e

Date modified

02/01/2013 11:00

Type Size

Adobe Acrabat D... 26 K
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Reports - Hardware

Hardware Reports allow you to run a report on the properties and configuration of all
the hardware on the system. This includes: Controllers, Device Types, Doors, Inputs, Mag-
stripe Library, Network Camera, Outputs, Panels and the Wiegand Library.

1. To run Hardware Configuration Reports click Reports - Hardware.

CEEEEED -

Home Setup Reports Tools

« 4 O b

Cardholders  Transactions Reader | Hardware

Access I},

Standard

2. Select one of the Report Types from the drop-down list, for example, Controller.
Basic controller information will be displayed immediately in the grid for all con-
trollers in the system.

3. Use the Field Chooser to select and deselect which columns you wish to see dis-
played in the properties grid.
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Alerts (00 Live Events  Hardware Configuration | Hardware Setup
General
Repaort Type View
Controller - Traditional - Card View
Drag a column header here to group by that column,
—
_—_"I
B m @ @ i
| Click here to show Field Chu:u:user.Lr ] Keri NXT 40 Unknown
: Lribal omce eew Controiler 1 Keri NXT 4D Unkrown
Mexico City.. Mew Controller 1 Keri NXT 4D Unkrown
Lamlose Hea.. MNXT 2D 0 Keri MXT 2D Unkrown 192.168.109.50
Sanlose Hea..  MXT4D1 Keri NXT 4D Unkrown 192.168.109.51
Lamlose Hea.. MNXT 4D 2 Keri NXT 4D Unkrown
Sanlose Hea..  MXT 4D 3 Keri MXT 40 Unknown
Samlose Hea.. MNXT4D 4 Keri NXT 4D Unlkrown
London Office  PXLS00 -1 Unkrown [13) Unkrown
Mew York Off.. Mew Controller 1 Keri NXT 4D Unkrown

4. From the Field Chooser window place a tick against the properties you wish to see

displayed. Uncheck those you do not wish to see.

Hard aumesm T mnfioaratioown bl ol i tup

Field Chooser @ 1

2

W
rhere { H

o
[ 4D
v 4D
Ifice 40
dquarl -~ [R20
dguaric= S— . 1)
dquarters Keri NXT 4D
dquarters Keri MXT 4D
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5. Use the View drop-down list to change the display of the grid.

Alerts (00 Live Events | Hardware Configuration

General

Report Type
Cantroller

Drag a column header here to group by that column,

==
7

f:: Sydney Office

3 Dubai Office

Z:: Mexico City Office

€ 5an lose Headquarters

5:: San lose Headquarters

Hardware Setup

View

Carporate

Borders
Borders 2
Borders 7
Conservative
Carparate
Default
Techno

Traditional

Keri NXT 2D

Keri NXT 4D

Card View

A

Automatic
Automatic
Automatic
Automatic

Automatic

6. In addition, you can select 'Card View' as an alternative to the grid layout.

General

Report Type
Cantroller

Drag a card label here to group by that column,

feb886f3-b367-4b5f-be...
Sydney Office

Keri NXT 40

Automatic

3001

Mone

-

View

38lac0a5-d089-48el-a...

Duba

Carporate

i Office

Keri MXT 40
Automatic

3001

MNone

25658ab5-a67c4al6-b...

| Card View

Mexico City Office
Keri MXT 4D
Automatic

3001

Mone

e51bf7ba-3192-4e5c-b...
5an Jose Headquarters
Keri MXT 20

Automatic
192.163.109.50

3001

0

Mone
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7. As with all the Doors.NET Reports you can print the information directly or it can be
exported and saved as an Excel, PDF or XPS document. Click the circular icon in the
upper-left corner of the user-interface to locate the Print/Export options.

;-—-."_"‘- el

Save Layout On Exit

Save Layout

,% Load Layout
[ig\a Print Preview

Print

{t’i

Export Excel... Iﬁrint [Hardware Configuraticn - Controller)

15
:,1? Export PDF...

..ﬂ Export XPS..

Reports - Reader Access

1. Click Reports > Reader Access.

Home Setup Reports Tools View

e 4 B b
Cardholders  Transactions Readeh Hardware
Access

| Standard |

|Aler13 [0) Live Events | Hard|Reader Access |
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The reader access reports provides you with information about who has access to a

reader, what access group they are in and the times and days of the week they can
access.

You can run a report on all readers, or on just selected readers.

o |>

General | Preview

@ All Readers Execute Query

(71 Selected Readers

Hardware Selection

Front Door (San Jose Headquarters - NXT 20 0 - Onboard DDM)

IT Room (San Jose Headguarters - MXT 40 1 - Onboard DD

Janitorial Closet (5an Jose Headquarters - MXT 40 3 - Onboard DDM)
Manufacturing Floar (San Jose Headquarters - MXT 4D 2 - Onboard DDM)
Parking Lot (San Jose Headquarters - MXT 4D 1 - Onboard DDM)

Sales Area (San Jose Headguarters - NXT 40 3 - Onboard DDM)

Shipping Dock (5an Jose Headquarters - NXT 40 1 - Onboard DDM)

Side Doaor East (San Jose Headguarters - MXT 4D 3 - Onboard DDM)

Side Door West [San Jose Headguarters - MXT 40 3 - Onboard DOM]
Warehouse [5an Jose Headquarters - NXT 40 1 - Onboard DDM)

4. When you have made your selected click the Execute Query button and the inform-
ation will appear on the preview page.
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General | Preview
View
Default - Card View
Drag a column header here to group by that column,

_—:I

i N 0| @l Al = &l Bl &l &l
Purchasing/... - Front D... . Kathle... | Baker 125... 125688 | M-F, gA.. 0800 2200 v
Purchasing/.. Front 0. Kathle.. Baker 125.. 125688 @ M-F, 6A.. 08:00 17:00 v
Always Active - Front D... - Kathle... | Baker 125... 125688 | Always A... 00:00 23:59 v v
Always Active  Front D.. Steph.. Callah.. 125.. Always A, 0000 23:59 v v
Supervisars Front D... - lose Domin... - 125... Always A.. . 0000 23:59 v v
Executives Front O... Ronald Easton  125.. Always A, 0000 23:59 v v
Always Active - Front D... | Ronald @ Easton @ 125.. Always A.. . 0000 23:59 v v
IT Personnel  Front D.. Rebecca Farwell & 125.. Always A, 0000 23:59 v v
Always Active | Front D... | Rebecca: Farwell @ 125.. Always A.. . 0000 23:59 v v
Always Active  Front D.. Susan Gallag... 125.. Always A, 0000 23:59 v v
Swing Shift Front D... - Juliet Henne... . 125.. M-F, 4P... | 100 23:59 v
Always Active  Front D...  Juliet Henne... : 125... Always A, 0000 23:59 v v

5. This information can also be sorted by columns, i.e by cardnumber, first name, last
name or access group.

NOTE: You will see multiple records if cardholders have more than 1 credential or access

group assigned.

6. As with all the Doors.NET reports, this information can be printed or exported as an
Excel, PDF or XPS document.
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Save Layout

Load Layout
[‘jg@ Print Preview

[h;ﬁ Print
| =is =

Export Excel...

fif Export PDF...
‘ N

*:j Export XPS...

Reports - Transactions

Effective from version 3.5.1.22, a series of improvements have been made to simplify
and speed up the process of creating transaction reports. Most noticeably is the report
wizard, which replaces the previous method of selecting your report criteria from a
single page. In addition to this help file there are also useful on-screen instructions dis-
played in the wizard in blue text.
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Select ALL Transactions by Calculated Date (Today -
by Cardholders, by Hardware Locations, by Messag

Select Hardware Type(s)

Gateway
Controller
Panel

| Reader
Maonitor Paint

Contral Point

Select the hardware types and locations that
you want to include in the report. Reports that
include selections for cardholders will restrict
selectable hardware types to Gateway,
Controller, or Reader. Multiple Hardware Types
are allowed for reports that do not include
cardholders and are restricted to Panels,
Readers, Monitor Points, and Control Points.
Select the "Mext = =" button when all selections
have been made.

Transaction Reports Wizard

The transaction reports wizard is very easy to use. It is also very flexible and allows you to
guickly define your search criteria, edit and then preview your reports and then save or

export your generated reports.

1. To run transaction reports in Doors.NET click on the Reports tab >> Transactions.

AEEEXD: -

Home Setup Reports Tools

¢« 4,6 b

Cardholders | Transactions | Reader Hardware
Access
Standard

2. The report wizard will immediately open.
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Select ALL Transactions by Calculated Date (Today - 7 days)

Saved Reports
Please Make a Selection -
| (O)Select Date Time Range () Calculated Date Range () Last X Records () Analytics

Date and Time Range
Start Date
Today - 7 days -

Do youwant to limit the report selectionto specific cardholders?

(CiYes (@)No

Do you want to limit the report selection to specific hardware locations?

()¥es (@) Mo

Do you want to limit the report selection to specific message types?

(C)¥es (@) Mo

| Use Default Sorting, Card Detail, Video Options, and Archives

| Hide | <« Back Méxt > >

3. There are many different transaction report types available, allowing you to custom
build your reports from scratch.
4. If you run areport using the default selections, the generated report will consist of:

- The Past 7 Days

- All Cardholders

- All Hardware

- All Message Types

5. In short, it will give you every transaction generated by the system during the past 7
days, so on large systems with a lot of activity there probably will be several thou-
sand records returned.
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/A

Preview

T
AL
La"g

Records: 920 Show Wizard },

Drag a column header here to group by that column.
= & Bl B B
11/01/2016 12:41:44 Mexico City Office Mew Controller.. | Main Gate Reader Contact - Door Secured (Pre..
11/01/2016 12:41:39 5an lose Headquarters MNew 1 MNXT4D Mew 1 NXT 4D.Reader.. Door Locked
11/01/2016 12:41:41 Mexico City Office Mew Controller.. | Main Gate Reader Contact - Forced Open

11/01/2016 1241:52
11/01/2016 1241:32
11/01/2016 1241:52
11/01/2016 1241:30
11012016 124123
11/01/2016 12:40:55
11/01/2016 12:440:51
11/01/2016 12:40:48
11/01/2016 12:40:48
11/01/2016 12:40:48
11/01/2016 12:40:45
11/01/2016 12:40:45
11/01/2016 1240:58
11/01/2016 12:40:38

5an lose Headquarters
5an Jose Headquarters
5an lose Headquarters
Mexico City Office
Mexico City Office

5an Jose Headquarters
Mexico City Office

5an Jose Headquarters
5an lose Headquarters
5an Jose Headquarters
Londan Cffices
Londan Cffices
Londan Cffices
Londan Cffices

MNew 1 MNXT4D
Mew 1 MNXT 4D
MNew 1 MNXT4D

Mew Contraoller...

New Controller...

Mew O MNXT4D

New Controller...

Mew 0 MNXTA4D
MNew O MNXT 4D
Mew 0 MNXTA4D
PXL-1A
PXL- 1A
PXL-1A
PXL- 1A

Mew 1 NXT 4D.Reader...
Mew 1 NXT 4D.Reader...
Mew 1 NXT 4D.Reader...

Main Gate

Main Gate

Executives Conference..,
Mew Controller 1
Executives Conference..,
Executives Conference..,
Executives Conference..,
Front Doar - QUT

Front Daoar - 1M

Front Doar - 1M

Front Doar - OUT

Reader Access Cycle Starting
Access Granted

Door Unlocked

Access Granted - Mo Entry
Access Granted - Mo Entry

Door Locked

Controller Configuration Saved to Fl.

Reader Access Cycle Starting
Door Unlocked

Access Granted

Access Granted - Mo Entry
Access Granted - Mo Entry
Access Granted

Access Denied - Mo Second Card

6. A system transaction can be an event generated at a reader (access granted, access

denied, door forced or door held, door opened/closed or remote temporary
unlock) and there are also software-initiated events, such as: client login, gateway
online/offline, operator request status or time schedule activated.

The available report types are as follows:

All Messages

All Messages from Cardholder
All Messages from Cardholder, MessageType
All Messages from Control Point
All Messages from Control Point, MessageType
All Messages from Controller
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o All Messages from Controller, Cardholder

o All Messages from Controller, Cardholder, MessageType
o All Messages from Controller, MessageType

o All Messages from Gateway

o All Messages from Gateway, Cardholder

o All Messages from Gateway, Cardholder, MessageType
o All Messages from Gateway, MessageType

o All Messages from MessageType

o All Messages from Monitor Point

o All Messages from Monitor Point, MessageType

o All Messages from Panel

o All Messages from Panel, MessageType

o All Messages from Reader

o All Messages from Reader, Cardholder

o All Messages from Reader, Cardholder, MessageType

o All Messages from Reader, MessageType

o All Messages from Search

o Last X Messages from Cardholder

o Last X Messages from Cardholder, MessageType

o Last X Messages from Control Point

o Last X Messages from Control Point, MessageType

o Last X Messages from Controller

o Last X Messages from Controller, Cardholder

o Last X Messages from Controller, Cardholder, MessageType
o Last X Messages from Controller, MessageType

e Last X Messages from Gateway

o Last X Messages from Gateway, Cardholder

o Last X Messages from Gateway, Cardholder, MessageType
o Last X Messages from MessageType

o Last X Messages from Monitor Point

o Last X Messages from Monitor Point, MessageType

e Last X Messages from Panel

o Last X Messages from Panel, MessageType

o Last X Messages from Reader

o Last X Messages from Reader, Cardholder

e Last X Messages from Reader, Cardholder, MessageType
o Last X Messages from Reader, MessageType

o Last X Messages from Search
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Example Transaction Report

A typical report might be for a specific reader, a specific cardholder and for specific
event types. In this example, a report will be run on the front door for a specific card-
holder and the event type will be Access Granted during the past 24 hours.

1. From the first page of the report wizard, click on Select Date Time Range. You can
then manually input a start date and time and an end date and time for the report.

(®) Select Date Time Range ) Calculated Date Range () Last ¥ Records () Analytics

Date and Time Range
Start Date End Date
06/01/2016 00:00:00 - 12/01/2016 23:59:59 -

N

. As previously mentioned, by default the time range is the past 7 days, so the end
date will be today's date and the start date will be 7 days previous.
Change the start date and end date to cover the past 24 hour time period.

w

Date and Time Range
Start Date End Date
11/01/2016 13:00:00 - 12/01/2016 13:00:00 -

4. Select Yes to limit the report to specific cardholders.
5. Select Yes to limit the report to specific hardware locations.
6. Select Yes to limit the report to specific message types.

Doouantts limit the report selectionto specific cardholders?

@ Yes (Mo

Do you want té limit the report selection to specific hardware locations?

@ ves (Mo

Do you want t limit the report selection to specific message types?
@ Yes (Mo

¥| Use Default Sorting, Card Detail, Video Options, and Archives
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7. Click the Next button to go to the cardholder selection screen.
8. By default, the cardholders are sorted alphabetically by last name, so click the

expander to the left of the last name letter of the cardholder.
9. Place a check mark against a specific cardholder.

Easton, lennifer

%astunﬁunald
dwards, limmy

I o, ™M

10. Click the Next button to go to the hardware selection page.
11. Place a check mark against Reader. All readers on the system will then be displayed.

E a

i

=

E n

i

Readers ~

Dubai Office

Lomdan Offices
Executives Offices (PXL)
Front Door - IM [FXL)
Frant Door - OUT (PXL)
IT Room (PXL)
Parking Lot (PXL)
P¥LS00 4.Reader 0.2 [PXL) | )
Shipping Dock [PXL)
Warehouse [PXL)

Mexico City Office
Building 2 - Front Entry (Reader 2}
Building 2 - Front Exit (Reader 3}
Buildinmg 2 - Side Door (Reader 4)
Main Gate (Reader 1)

Mew York Cffice

San Jose Headgquarters
Accounting Area (MXT 400
Executives Conference Room [NXT 407 -

12. Select the reader you wish to use for the report.
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13.
14.

15.

-1 | Readers
[~ Dubai Office
EF| London Offices

Executives Offices (PXL)

[/] Front Doar - 1N [PXL)

IT Room (PXL)
Parking Lot (PXL)

[ lagront Door - OUT [PXL)

Click Next for the available message types.

The message selection screen will list, by default, all the messages in the database
that exist for the selected hardware. Next to each message type is the count of how
many messages of each type. If you deselect this option you will then see the entire
list of all message types that can be generated by this hardware object.

Show Only Existing Message Types

L

ALLERL LAETIEU
Access Denied
Access Denied
Access Denied
E| Access Granted

Select the Access Granted message type.

= PEVET dL NS SUTSaue, L)
- Mo Second Card, (38)

- Mot In File, (236)

- Reader Locked, [V}

Access Granted - Mo Entry, (35)

cu:&ss Granted, (164}

16. Click the Next button again.
17. On the final page of the report wizard you just have to click the green Run Report

button.

0,

Run Report
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18. You will then see the results of the report.
Alerts () | Transaction Reports
Drag a column header here to group by that column.
_—ﬂ
= B @ @ o B B
+ 11,/01,/2016 13:24:04 London Offices - P¥L - 1A Front Door - 1M Access Granted 540635387 Ronald
+ 12/01/2016 08:11:05 Lomdon Offices = PXL - 1A Front Daor - 1M Access Granted 540635387 Ronald
+ 12/01/2016 10:47:08 London Offices - P¥L - 1A Front Door - 1M Access Granted 540635387 Ronald

Note: You can run reports on multiple cardholders, on multiple hardware selections and

for multiple event types.

Adjusting the Report Criteria

Once you have generated a report, it is very simple and easy to go back and adjust the

search criteria.

Note: You can select multiple hardware types, multiple cardholders and multiple mes-

sage types.

To adjust the criteria for a new report, you simply:

1. Click on Select Date Time Ranges

Transactions Report Wizard

Select Date Jime Ranges
Select Cardlders

Select Hardware Locations
Select Message Types
End: Final Report Options

Select ALL Transactior
by Hardware Locatior

Saved Reports from Report C

Please Make a Selection
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2. You will then be back on the first page of the report wizard.
3. Specify a new time and date range if you wish to then click Next.
4. Select a different cardholder, or additional cardholders, click Next.

B

(®) Sort and Group by LAST MAME
OSDrt and Group by FIRST NAME
OSDrt by Mame, Mo Grouping

| Callahan, Stephanie
[
E

> Easton, lennifer

> | Easton, Ronald

Edwards, Jimmy

- — T &; ™

5. Select a different hardware object (different gateway, control, reader, input or out-
put) or select additional hardware objects, click Next.

[} Readers
Dubai Office
L::_} London Offices
Executives Offices (PXL)
~ [ Front Door - IN (PXL)
7| Front Door - OUT (PXL)
T IT Room (PXL)
Parking Lot [PXL)
PXL500 4.Reader 0.2 (PXL)
Shipping Dock (PXL)
Warehouse [PXL)
T Mexica City Office
.|| Building 2 - Frant Entry (Reader 2)
.|| Building 2 - Front Exit (Reader 3)
T Building 2 - Side Doar [Reader 4
Main Gate (Reader 1)
Mew York Office

6. Select a different message type or additional message types, click Next.
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Select ALL Transactions by Calculated Date
Locations, by Message Types
=1 Cardholder Events, (9 Types, 516 Messages)
B Access Denied
Access Denied - After Expiration Date, (3)
Access Denied - Imvalid PIM, (22)
Access Denied - Invalid Schedule, (3]
- Access Denied - Mever at this Schedule, [2)
Access Denied - Mo Second Card, (38)
-|iF| Access Denied - Mot In File, (236)
Access Denied - Reader Locked, [7)
| Access Granted
Access Granted - Mo Entry, (39)
Access Granted, [164)
7. Click the Run Reporticon again and a new report will be created.
Preview
AR
Records: 7 Hide Wizard ?;?
Drag a column header here to group by that column,
2|
i &l - &} & Y oy i 0
+ 110172016 13:24:06 London Offices  PXL- 1A Frant Droor - OUT | Access Granted 540685387 Fonald
+ 1101/2016 13:24:06 London Offices = PXL - 14 Front Door - IM Access Granted 540635387 Ronald
+ 12/01/2016 08:23:39 London Offices  PXL- 1A Frant Draor - IM Access Granted 540685387 Fonald
+ 12/01,/2016 08:23:39 London Offices  PXL - 1A Front Doar - [M Access Granted 74960616 Stephanie
+ 12/01/2016 104118 London Offices - PXL - 1A Front Droor - IM Access Granted TT4960616 Stephanie
+ 12/01/2016 104710 London Offices PXL - 1A Frant Door - M Access Granted 540635387 FRonald
+ 12/01/2016 104710 London Offices  PXL- 1A Frant Droor - OUT | Access Granted 540685387 Fonald

Including Video

By default the Report Wizard does not include video files, they have to be enabled.

Some of the system transactions may have video clips associated with them. If there are

cameras on the system and Event Video Recording has been setup you will need to
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'Include Video'. If there is a video clip associated with the event it will have a small blue
paperclip icon adjacent to the event in the 'Icon’ column. You can also retrieve and view
the recorded video file. A video window will appear when you click on the recorded
video event. From there you can play, replay, pause, rewind, forward, etc.

Perform the following to retrieve recorded video clips.

1. On the first page of the Transaction Report Wizard deselect 'Use Default Sorting,
Card Detail, Video Options and Archives'.

2. Click Next.
3. From the Video Options drop-down list select Include Video.

Video Options

Include videos -

Do not include videos

Include videos

Video r&nrds only

Sorting Option
Time stamp Server -

(@) Ascending () Descending

4. Click the Next button again.

5. Click the Run Report button and the report will appear behind the Transaction
Report Wizard window.

6. Close the Report Wizard window to view the report.

7. The next step is to enable the Icon field in the report grid...

8. ... Click on the Field Chooser icon.

Drag a colurmn header here to group by that column,

|EALs il
+ | Click here to show Field Chooser, PXL Gateway
+ 210172016 14:42:45 P¥L Gateway
+ 210172016 14:41:28 P¥L Gateway

9. Scroll down the list of available fields and select Icon.
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Field Chooser n
Parent ~ |

FY

10. If there are video clips associated with any of the events you will see a blue paper-
click in the icon field.

Drag a column he

._ﬂ.

..
- ®
..
- ®
..
- ®
..

11. Click on the expander to the left of the paperclip icon.
12. You will then see the video clip information.

-- 21/01/2016 15:31:23 PXL Gateway PxL1

|_:_| % 210172016 15:31:09 PYL Gateway PXL1
Category IMessage Description MNote Video Start
BE @ L -
Fardware Event Message  Reader Contact - Forced Open ' Message based recording. 21/01/2016 15:31:09
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13. You can now double-click the video event. A video window will appear and will play-
back the recorded video stream.

AT (D B Ny > [

Pmsls  Ilnlmsks | melom s amed Fard [ P -

Selected Items
Alerts OV Hardware Setup® Seanl H!,} .‘ﬂ tlﬂ “ % ” ::‘30 3 = -
= i -

J Doors | Inputs ' Outputs
= ) NXT Gateway
+ B Mew OMNXTAD a3
= ) PEL Gatewsy
+ 1z Communication Channels
SR NN

= Readers

Main Gate|

PEL 1.Reader 02

= -

S

I s = ! -
H —!' HEE - : ;ﬂ'{an:&ﬂgln‘.l

+ Inputs
Outputs
= L2

= Reasders

+

Fromt Receptian
PRLSO0ID 2Reade

# Inputs

* Ontpats
+ . L3
= = el s
# Fenders
* Imputs
# Outputs
v Events
N LY Y =
— = — a " Presets v iy PTE Spead  30%
& -
22072016 Live Vides .
! ===
W 2212016 TOETIT 2EOTEOTE 0TS Main Gate Remote Temp Unlock
3 W - | e
L 1 B =
= —— S ——— A —— A FRALL AT

Transaction Event Analytics

The Analytics option provides you with a full list of ALL the events that have been gen-
erated by the system. This can be useful for finding out if the system is generating a lot of
specific event type, such as anti-passback violations, door held/ door forced, controller
offline or access denied events. You can then use this information to recommend
improved methods of best practice for users of the access control system.

1. From the first screen of the Report Wizard place a checkmark against the Analytics
selection.
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Select Last 50 transactions

Saved Reports

Please Make a Selection -

| (T)select Date Time Range () Calculated Date Range () Last X Records Eiﬁ.nal}tics

Analytics: Messages Table Counts

2. Asthis options generates all the system events you will notice that the cardholder,
hardware and message type selections are all greyed-out.

() Select Date Time Range () Calculated Date Range () Last X Records (@) Analytics

Analytics: Messages Table Counts

Do you want to limit the rgport selection to specific cardholders?

Do you want to limit the rgport selection to specific hardware locations?

Do you want to limit the rgport selection to specific message types?

| Use Default Sorting, Card Detail, Video Options, and Archives

w

Click Next.

Click Run Report Button.

5. The analytics report will then appear and will display all events which have been gen-
erated by the system, along with a percentage value indicating which event types
occur most often.

s
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Records:

Drag a column header here to group by that column,

" .

Bl
I

25
&9
95
112
451
456
I

180
59
&8
69
74
T3
131
198
199
32
33

L

Wik

‘ Hide Wizard ?

i

Access Granted

Reader Tamper Offline

REX Contact - Mormal

Reader Mode Change - Lock
Door Locked

Door Locked By Time Schedule
Schedule Activate

REX Contact - Offline

Reader Online

Panel - Online

Contraller - Offline = Timeout
Controller - Cnline

Controller IO Report
Schedule DeActivate

Reader Offline

Update Metwork Completed
Update Metwork Started
Reader Contact - Door Closed
Reader Contact - Forced Open

Printing and Previewing

o

80
a7
55

55
52
38
36

32
35
23
28
26
30
23
28
17
16

| T O O T I N T e I I I e O O Y Y o 0 ¥ & T I R . TR e |

Once the report has been generated it can be printed directly from the software, or it
can be previewed prior to printing.

1. To print the report, simply click on the Print icon.
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2. A print window will appear.
3. Select the destination printer.

Print >
Prirter
MName: Samsung ML-371x Series PCLG Class Drive Properties. ..
Status: Ready

Type: Samsung ML-371x Seres PCL6 Class Driver
Where:  152168.4.11

Commenit: [] Print ta file
Prirt range Copies

) Al Mumber of copies: E =
() Pages  from: |D | to: | 0 |

() Selection _”ﬂ _2|ﬂ _3)3 e
Help Cancel

4. Click OK.
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5. To preview the report prior to printing, simply click on the Print Preview icon.

E Print Preview

: File View Tools

G olE xa a @ 150%

" @S] 6 - dese o

Wi rHeeL

Exporting a Report

Doors.NET Standard Edition

HE R E SRR R e RS e w s

TimeStamp Sarvar

11012018 12412
11012018 1eas12
11012018 11711
11012018 1062117
11012018 1e2si12
11012018 12812
11012018 12412
11012018 102308
114012018 1062308
11012018 1062308
11012018 102308
11/01/2018 102308
114012018 1023049
11012018 1ea&z3
114012018 102452
11012018 102457
11012018 102522
11012018 12522
11012008 12522
11012018 102523
11012018 12525
11012018 102531

Gataway

London Officas
London Officas
London Officas
Madico Gty Office
London Offices
London Officas
London Officas
Maico Gty Office
Zan losa Haadguartars
EZan lose Haadguartars
San Jose Haadquartars
Lan lose Haadquartars
Meaxico ity Office
London Officas
London Officas

EZan lose Haadguartars
Zan lose Haadguartars
Madice Gty Office
Ean lozse Haadquartars
Ean Jose Haadquartars
Zan losa Haadguartars
Zan lose Haadguartars

As well as printing you also have the option to export a report as an Excel, PDF or XPS
document.

1. Once you have clicked the Run Reporticon click the drop-down arrow to the right
of the Export button.

2. You will see the 3 available export formats.
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- Export...

Doors.NET

C

-4 | Export to Excel...
-+ | Export to PDF...
|l | Export to XPS...

3. Select the format you wish to use.

4. Windows Explorer willimmediately open a window so you can browse to a des-
tination folder.

o
<« S » ThisPC » Local Disk () » Exported Reports
Organize - MNew folder
7 Quick access Name i

I Desktop

@ Documents

5. Enter a name for the report, then click Save.

Images

Reports |
f& OneDrive

[ This PC LI 4 >

File name: | All Events 12th Jan 2016

Save as type: | PDF Files (*.pdf)

I 4 Hide Folders Cancel [

6. Navigate to the destination folder where you will see you report as a single doc-
ument.
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lare view
ThisPC » Local Disk (C:) » Exported Reports
Mame B Date modified Type
=L All Events - 12th Jan 2016 2/01/2016 12:26 Adobe A

Saving Reports

Once you have defined and run your report it can be easily saved and will then be avail-
able for selection in the saved reports drop down list.

Transactions Report Wizard

Select Date Time Ranges

Select ALL Transactions by Calculated Date (Today - 2 days)
End: Final Report Options

Sanved Reports
Front Reception Atcess = |4
All Ageess - Past 48 Hrs =

"iLast X Records () Analytics
Front Reception Access

Last 50 Access Denied Bl t}
Last 50 Access Denied Mea2
Last 50 Messages

Test 3

TE5T 3 dholders?

TEST2 -

Do you want to limit the report selection to specific hardware locations?

(Cives (@M

Do you want to limit the report selection to specific message types?

(Cives @M

You can save any type of report that you create using the report wizard, for example,
reports for: a certain group of people, a certain group of doors or spanning over a spe-
cific time period, specific event types or specific individuals.

1. On the last screen of the report wizard, click the Run Report icon to generate your
report.
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In the Description field, enter a new description for the report.

Identification

Drescription

Last 100 Messages

A SYSTEM Doors.NET
INCORPORATED
Run Repnrlt}:
2. Thereport information will appear in the report records grid.
Preview
)
Records: 79 Hide Wizard ?3
Drag a column header here to group by that column,
._-_'|-
Z - 1y i il

+ 12/05/2016 09:53:33 12/05/2016 09:53:39 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 53:35 12/05/2016 0x53:36 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:34 12/05/2016 09:53:34 MSC Gateway EP1502 Frant Reception
¥ 12/05/2016 k53:32 12/05/2016 0%53:33 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:30 12/05/2016 095331 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 53:29 12/05/2016 0%53:29 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:27 12/05/2016 09:53:28 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 53:26 12/05/2016 0%53:26 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:24 12/05/2016 09:53:25 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 0:53:23 12/05/2016 0%53:23 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:13 12/05/2016 09:53:18 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 5315 12/05/2016 0x53:16 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:14 12/05/2016 095314 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 k5312 12/05/2016 0x53:12 MSC Gateway EP1502 Front Reception
+ 12/05/2016 09:53:10 12/05/2016 0%953:11 M5SC Gateway EP1502 Frant Reception
¥ 12/05/2016 :53:08 12/05/2016 0%53:00 MSC Gateway EP1502 Front Reception
+ 12/05/201 6 09:53:07 12/05/2016 09:53:07 M5SC Gateway EP1502 Frant Reception
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4. Click the Save icon.

R

5. The next time you run the report wizard the saved report will be available for selec-

tion.

Transactions Report Wizard

Select Date Time Ranges
End: Final Report Options

Select ALL Transactions by Calculated Date (Today - 2 days)

Saved Reports

Last 100 Messages - | H |

Front Reception Access -

Last 100 Messages N [)Last X Records () Analytics

Last 50 Access Dened B1
Last 50 Access Dended hMea2
Last 50 Messages

Test 3

TEST 3 [dhalders?
TEST2

-

Do you want to limit the report selection to specific hardware locations?

(C)¥es (@No

Do you want to limit the report selection to specific message types?

(CI¥es (@M
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Database Administration

The database engine for Doors.NET is Microsoft SQL Server 2000/2005/2008 and 2012.
The different versions of each release (MSDE/SQL Express) are also supported. The
installation DVD includes an option to install SQL Express 2005 along with the man-
agement tools. Stored Procedures are used extensively to move data into and out of the
database. Every table has at least 4 stored procedures to control the creation, retrieval,
updating and deletion of the tabular data. Access to the data is over TCP (default port of
1433), using SQL Authentication. Only the Application Server interacts directly with the
database.

Database Backup

This procedure describes a backup process for Doors.NET databases using Microsoft SQL
Server Express 2012, however, the procedure is almost identical to other versions of SQL
Express.

Note: These instructions specifically cover a Disc backup; Tape backup is not covered.
Note: Microsoft does not provide a downgrade path for SQL databases. This means you

cannot use 2008 or SQL 2012 files on a SQL 2005 database engine. You can, however use
SQL 2005 files on any other newer version of SQL Server.

Doors.Net Database Backup Microsoft SQL Server 2012 Studio Express

Note: You do not have to stop any Doors.Net services to perform an SQL database
backup.

o Open the SQL Server Management Studio Express application in the Windows Start
Menu. You should right-click and select Run as Administrator.
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R

SYSTE

0,

C

Pin to Start
Pin to taskbar
& Uninstall

W -Gamesap] Run as administrator

e i — Open file location

Remove from this list

e Login using Windows Authentication (You must have full administrative rights on
the PC to log in using Windows Authentication, if you do not then you should con-
sult an IT professional).

gﬂ Connect to Server ot
ﬁ Microsoft*
Z SQLServer2012
Database Engine
Server name: DOORSNETWECLIPSE e
Authentication: Windows Authentication w

VOSTRO-220Ngary

Cancel Help COptions >

o Expand Databases on the left hand pane.
o Right click on the DHS_MAIN database and choose Tasks > Backup.
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[ Systern Databases
| J DHS_ARCHIVE 1

G ] OH

L_-] OF¢ Mew Database...
[ Security Mew Query Mame
[ Server Script Databaseas  » 3 Datab;
[ Replica
| Manag|

= 3 Databases U D
D

Tasks b | Detach. e
=

Reports ’ Shrink Y bn

Rename | Back Up... |'rE
Iri

Delete Restore sl b

Refresh Generate Scripts...

Properties || |

o The Back Up Database window will appear.

|} Back Up Database - DHG_MAN _ o .
Select s page
> General
4 Media Options
4 Backag Optiona Source

LT DHS_MAIN =

o Sot [ Hep

Connectiom

HHIG

Sarvar
DoonNETECLIPSE

Cianvesctson
DOORSNETGary
24 Mew conrechon prgeties

Progress:
Ready

o ][ come

o Under Source the first backup you make should be a Full backup.
o The Backup Set section is merely a description of the Backup.

o Next Select Destination of Disk if not already selected.
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Note: These instructions specifically cover a Disc backup; Tape backup is not covered. For
information on Tape backups refer to your IT and/or SQL administrator.

The selected paths are displayed in the Backup to list box. By default the backup will be
saved to:

"C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup\." (32-bit)
"C:\Program Files (x86)\Microsoft SQL Server\MSSQL.1\MSSQL\Backup\." (64-bit)

- To remove a backup destination, select it and click Remove.
- Click the Add button to specify a different backup location.
- To view the contents of a backup destination, select it and click Contents.

® On: 78/04/2014
Destination
Back up to: i@ Disk

e Click the OK button and the backup will be created.

Connechon

B¢ View connection properties

Progress
'q' Executing (0%)
o

Stop action now

o The backup file will appear as DHS_MAIN.bak in the destination selected. The
default destinations are:
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup - on a 32-bit
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operating system, and:
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup - on a 64-bit oper-
ating system

Prograrn Files (x36) * Microsoft SOL Server » MSS0OLT » MSS0OL s Backup

Mame Date medified ) Type

|| DHS_MAIM_kaf1rz1orbs.bak 31/03/2016 14:59 BAK File
|| DHS_MAIN_bdubh2lsqjg.bak 29/03/2016 14:44 BAK File
|| DH5_MAIN_olekvpci14l.bak 29/03/2016 10:29 BAK File

Note: This file can, and should, be copied from this source location onto a removable
media such as a CD or USB drive.

Database Restoration

Instructions for Restoring an SQL Database in Doors.Net

Notes:

- performing this task will completely overwrite ALL data in the existing Doors.Net data-
base.

- this backup procedure pertains to Doors.Net databases using Microsoft SQL Server
2012 however, the procedure is almost identical to other versions of SQL Express.

- If you are migrating your Doors.NET system to a new PC and you are using encrypted
administrator passwords (Doors.NET v4.0.3 onwards), be aware that you will need to re-
use your existing license key. Contact Keri Systems inside sales with your existing Door-
s.NET license key and it will be modified so that it can be re-activated on the new PC.

o Stop all Doors.Net services.

o Open the SQL Server Management Studio Express application in the Windows Start
Menu.

o Login using Windows Authentication.
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!I_.;i Connect to Server

Bb ?51: Server2012

Database Engine

Server name: {[DOORSNET\ECLIPSE | v
Authentication: Windows Authentication i
VOSTRO-220gary
Cancel Help Options >

o Expand “Databases” in the left hand pane and find DHS_MAIN.
o Right click on the DHS_MAIN database and choose Tasks > Restore > Database.

= 3 Databases

[ System Databases
| | DHS_ARCHIVE 1

Sl DHs_MAlg

| J OFs
[ Security
[ Server Object

Mew Database..
Mew Query
Script Database as

k

J DHS_MAIN

DOORSMET-HOSTWECLIPSE Databases\DH

Mame

[ Replication

[ Managemen

[ Database Diagrams

Tasks r Detach...

Reports 2 Shrink k

Fename Back Up... ability

b2sig Restore 4 m Database... | "
Refresh Generate Scripts... Transaction ngg... |
Properties

o In the “Restore database DHS_MAIN” Window in the right hand pane, right click on

the “From Device” radio button.

o Click on the square icon with the three periods on it that is to the right of the From
Device box. This will bring up the “Specify Backup” window. Click on the “Add” but-

ton.
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Source
() Database:

(@ Device:

= Select backup devices - (m} x

Specify the backup media and &s location for your restore operation.

Backup media type: File w
Backup media: B

'LSN

o Once the Add button is pressed, it will bring up the contents of the SQL backup
folder (C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup) - This
folder is where the backup files reside. A backup file is created here where you click
the Backup icon within the Doors.NET user interface (Tools >> Backup).
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[ Locate Backup File - DOORSMNET\ECLIPSE hd [m] »
Backup Fie location: |C:\Program Fies &86]\Microsoht SQL Server'd| ||

(Il Mecrosaft ActiveSyne ~ |_] DHS_MAIN_42356 4889120023 BAK
{23 Micraoft Analysss Services _] DHS_MAIN_E35926310572801547 bak
(3 Microsoft Office ] DHS_MAIN_rwegle Snkayg bak

(3 Mecrosoft SDis
| Mecrosoft SOL Server

-3 100
+L3 110
73 80

R EEE

(3 0
“3 Clent SDK
3 MSSGL ECLIPSE
=3 MSSaL
=
£ Binn
-3 DATA
v J Instal
-3 JOBS
{3 Log v

o With the desired backup file highlighted click the OK button. The most recent file
will be at the bottom of the list (if you have multiple backup files listed).
o Click OK again on the specify backup dialog box.

o In the Restore Database DHS_MAIN window, click on the check box for the selected
database.

Specify the source and location of backup sets to restore.
() From database: DHS_MAIN
@ From device: C:\Program Files (86)\Microsoft SQL Server\MS5GL.1 D

Select the backup sets to restaore:
Restore  Mame Component  Type Server
DHS_MAIN-Full Database Backup  Database Ful  DOORSNET-PCMECLIPSE

DHS_MAIN-Full Database Backup  Database Ful DOORSMWET-PCMECLIPSE

o In Restore Database DHS_MAIN in the left hand pane, right click on “Options” then
check the “Overwrite the existing database” checkbox.
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Restore options

| Crwerwrite the existing database
Preserve the replication settings
Prompt before restoring each backup
Restrict access to the restored database

Restore the database files as:

Criginal File Mame Restore As
. DHS_MAIN_Data : C:\Program Files (86)\Microsoft SQL Serv... [..]
DHS_MAIN_Log C:\Program Files 686)\Microsoft SQL Serv... [... ]

e Click OK to start the restore procedure. Check the “Progress” box in the lower left
hand pane in the Restore Database DHS_MAIN window to know when the backup
in completed.

e Find the UpdateDHSDB.exe in the C:\Keri\DoorsNET folder and run this program.

o Restart all Doors.Net services.

Moving a Database from One PC to Another

To move a database from one PC to another, run a backup on the old install of Door-
s.Net. Retrieve the latest backup file on that PC from the C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Backup folder and move that file to the same directory on the
PC with the new install. Then restore using that backup file and the above procedure.

- If you are migrating your Doors.NET system to a new PC and you are using encrypted
administrator passwords (Doors.NET v4.0.3 onwards), be aware that you will need to re-
use your existing license key. Contact Keri Systems inside sales with your existing Door-
s.NET license key and it will be modified so that it can be re-activated on the new PC.
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Scheduled System/Database Backup

Version 3.5.1.21 (and onwards) includes the ability to schedule a system backup to be
automatically created once a week, every week. This is included in the standard and pro-
fessional versions of Doors.NET. The following steps use a Windows 10 (64-bit) operating
system:

Standard Setup via License Manager

1. From the Start Menu go to All Programs >> Doors.NET >> License Manager.

Keri Report Client

= |w

Keri Roll Call Client

H Keri Systems Client

. Keri Telepathy Map Client
ﬁl E License Manager

s

|__"| Tech Support Remote Session

Visual Doors Client
R

E

@3 n EPIBuilder Runtime 6 B
(5 ' Excel
e

2= | .O [Type here to search

2. Click on Application Server from the list of installed components on the left (it
should be highlighted in green).
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Installed Components

3. Click the Settings button on the right.

E] Clients
t--§8 Admin Client (6)
Hﬂ Roll Call Client (1)
-, EVR Client (1)
-[2) Report Cliert (2)
.5 Photo ID (Licensed) (0)

i Sendres
b |

~|#’ Application Server - Licensed
: Gateway [MSC) - Ucensed

* Gateway (AP) - Missing Files
* Gateway (NXT) - Licensed

' Gateway (PXL) - Licensed

* Global Linkage Service - Licensed
* Time and Attendance - Missing Files
~-dif Video Gateway - Licensed

|__Settings
4. Click on the Backup tab.

Application Server StartUp

Database Connection Settings TWIC

Backup

[] Enable Automatic Database Backup
Time of Day

23:00

Day of Week

Friday v

5. Verify that 'Enable Automatic Database Backup' is selected.

6. Enter the time of day that you wish the backup to be created (as you will see, the

default time is 23:00).
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7. Select a day that the backup will be performed (as you will see, the default day is Fri-
day).

8. Make a note of the backup filepath (by default, you will see that the default backup
location is C:\Keri\DoorsNET\Backups.

Uay ot Week

Friday “

Backup Folder
C:\Ker\DoorsNET \Backups

9. Use the default file path for the backup file to be saved, or enter a new location,
such as an external hard drive.

Note: When using a thumb-drive, be aware that the drive letter may change if
plugged into a different port than originally used during configuration.

10. Click the Save button.

11. Click Yes to the prompt to restart the Application Server Windows Service.

12. If the software is open at the time the scheduled backup occurs, there will be
backup events generated in the Live Events grid.

Live Events
Drag a column header here to group by that column,
I: Location Message * Detail
B [A: A 2 A
Server Message A database backup process has completed. | ChProgram Files [x8eiMicrosoft 5
Server Message A database backup process has started. Starting Backup - Full

13. As well as the specified backup folder location a copy of the database will also be
save in C:\Program Files (x86)\Microsoft SQL Server\MSSQL.1\MSSQL\Backup (as
shown in the image above in the detail field).
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14.

If a backup file already exists in the specified file location of the License Manager,

this old file will automatically be overwritten with the new one.

@u'll . » Computer » GORIVE(E) » KeriDNET » Backup

Organize * Include in library = Share with - Burn Mew folder

- . Mame Date modified
- Favorites
Bl Desktop || DoorsMetBackUp4 23/06,/2015 13:29

4. Downloads

5 Rerent Plares

Advanced Setup - Using System Calendar

Note:System Calendar is a system-add-on that must be purchased and enabled on your
license. It is not included with the standard version of Doors.NET.

PN

L N U,

10.

11.

Click the System Calendar icon in the ribbon bar.

Click the New Appointment icon.

Input a description in the subject text field.

Input a start time for when you want the automatic backup to take place. An end
time is automatically created which does not need to be altered.

Click on the Categories tab.

Select Backup.

Go to the Start Action tab and put a check mark against 'Full Backup'.

Click the Save and Close link.

Click the Save Allicon in the upper left corner.

The Appointment description and time will appear in the appointments list.

0o
2 M @ 2:40 PM-2:41 PM System Backup

At the Start time an event will appear in live events: "A database backup process
has started", followed by "A database backup process has completed".
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12. You can find the backup (.bak) file by navigating to the following location on a
default installation: C:\Program Files\Microsoft SQL Server-
\MSSQL.1\MSSQL\Backup.

Mame Date modified Type

|| DH5_MAIMN_41551 6153606134, BAK 10/4/2013 2:46 PM BAK File

Contact Keri Systems

| Keri USA || Keri UK, Ireland, Europe

Unit 17, Park Farm Industrial
Estate, Ermine Street, Bunt-
ingford, Herts, SG9 9AZ UK

Telephone: + 44 (0) 1763 273

302 Enzo Drive. Suite 190, San Jose,
CA, 95138 USA

Telephone: (800) 260-5265 (408) 435-8400

243
Fax: (408) 577-1792 Fax: + 44 (0) 1763 274 106
Web: www.kerisys.com Web: www.kerisystems.co.uk
E-mail: sales@kerisys.com E-mail: sales@kerisystems.co.uk
techsupport@kerisys.com eutech@kerisys.com

Knowledge Base Website - www.keri-kb.com

YouTube Channel - https://www.youtube.com/user/kerisystems

end of document
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